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Abstract. This research paper proposes a novel anti-
jamming technique based on a single-relay distributed 
symmetric Turbo coded orthogonal frequency division 
multiplexing (DSTC-OFDM) scheme. The stated scheme is 
incorporated with Alamouti space-time block code (STBC) 
multiple-input multiple-output (MIMO) 2×2 antennas for 
coded-cooperative wireless communication system under 
wideband noise jamming environment. As a suitable 
benchmark for comparison, a conventional symmetric 
Turbo coded OFDM (STC-OFDM) scheme incorporated 
with Alamouti STBC-MIMO (2×2) antennas is also devel-
oped for non-cooperative wireless communication system 
under the same jamming environment. Moreover, both the 
proposed MIMO schemes are compared with the corre-
sponding single-antenna schemes. In this research, the 
modulation techniques employed are binary phase-shift 
keying and M-ary quadrature amplitude modulation while 
soft-demodulators are used at the destination node along 
with a joint iterative soft-input/soft-output decoding tech-
nique. According to the Monte Carlo simulation results, the 
proposed DSTC-OFDM-MIMO (coded-cooperative) 
scheme with Alamouti-STBC (2×2) antennas outperforms 
the STC-OFDM-MIMO (non-cooperative) scheme by 
a gain that ranges between 0.5–6 dB for different jamming 
scenarios in the high SNR simulated region under the same 
conditions, i.e., the code rates Rc = 1/3 and data frame 
lengths l = 512 bits for both the proposed schemes. How-
ever, in the low SNR simulated region, the STC-OFDM-
MIMO scheme shows similar performance as the DSTC-
OFDM-MIMO scheme, under identical conditions. Fur-
thermore, the proposed distributed scheme with STBC-
MIMO (2×2) antennas incorporates both coding gain and 
cooperative diversity gain. 
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1. Introduction 
In wireless communication, one of the most widely 

employed methods to limit the effectiveness of an adver-
sary's communication is known as jamming in which the 
signal of an authorized user is deliberately interfered with 
or blocked by the opponent [1]. Due to the evolution of on-
ground vehicular ad-hoc networks (VANETs) and in-air 
unmanned aerial vehicular (UAV) networks, secure wire-
less communication links have become an essential re-
quirement [2]. The demand for jammer-aware or jammer-
resilient systems, which are capable of sustaining commu-
nication links under noisy and jamming environments, is 
rising as the requirement for safety-critical vehicular and 
tactical communications increases [3], [4]. Previously, 
jamming attacks were limited only to battlefields and mili-
tary operations. However, with the widespread use of dif-
ferent wireless devices, such as mobile phones, tablets, 
PDAs etc., and particularly with the advent of user-
configurable intelligent devices, jamming attacks have now 
posed a serious and urgent threat to both civilian and com-
mercial communications [5].  

Apart from voice networks, the concept of jamming 
radio frequency (RF) signals can also be utilized in wire-
less data networks to corrupt information as well as disrupt 
its flow. As a result, the desired wireless signal cannot be 
received or decoded properly at the receiving end of the 
wireless communication network [6]. Thus, RF jamming 
has significantly drawn the attention of researchers as 
a major issue and several studies have already addressed 
different aspects of RF jamming techniques as well as the 
counter strategies for the last couple of decades [1]. RF 
jammers work by transmitting radio signals through which 
communication is disrupted by decreasing the signal-to-
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noise ratio (SNR). It impairs communication to a signifi-
cant level and exposes wireless communication systems to 
security vulnerabilities.  

Various types of jamming attacks on wireless com-
munication networks and anti-jamming (AJ) strategies to 
counter those attacks have been covered in the literature 
[1], [3]. There are several different types of jamming at-
tacks which can be employed for jamming communications 
systems; however, the most appropriate choice depends on 
the type of communication system being targeted and the 
jamming strategy employed [7]. The specific type of jam-
ming attack considered in this research study is wideband 
noise jamming also known as barrage jamming attack in 
which the adversary constantly emits noise energy across 
the whole frequency-spectrum of communication channels. 
These barrage jamming attacks fall under the category of 
non-protocol aware jamming since the adversary can carry 
out the attacks without any prior knowledge of the commu-
nication protocol [8]. A broadband jammer can degrade the 
effective bandwidth (BW) of a jammed communication 
link, by directly injecting wideband noise interference into 
the entire communication system, thereby reducing the 
achievable SNR of the signal [3]. In this case, the jammer 
emits the wideband Gaussian noise which is uniformly 
spread over the entire frequency-range of the signal, there-
by lowering the resultant SNR of the receiver [6]. As 
a result, it degrades the bit error performance and reduces 
the effective BW of the jammed communication link.  

Although in the past decades, wireless communication 
technologies have made significant advances, most wire-
less networks are still vulnerable to noise jamming attacks. 
Due to the exposed nature of wireless channels, the pro-
gress in designing jamming-resilient wireless communica-
tion systems still remains inadequate. However, in the 
existing literature [2], several AJ strategies have already 
been proposed and developed to exclude or counter the 
effects of jamming attacks, which can be categorized into 
the following classes: channel coding protection, channel 
hopping, spectrum spreading, multiple-input multiple-
output (MIMO) based jamming mitigation, jamming detec-
tion mechanisms, rate adaptation and power control tech-
niques. Provided the harmfulness of jamming threats and 
the complexity of wireless communication networks, no 
single common or non-specific solution can counter all 
sorts of jamming attacks. In particular, the core limitation 
of the current AJ techniques is that none of them can alone 
fully combat the potential effect of wideband noise or bar-
rage jamming attacks. In practice, a combination of differ-
ent AJ techniques, including frequency hopping, spread 
spectrum and forward error correction (FEC) codes may be 
employed to enhance the overall AJ capabilities of a com-
munication system. Perhaps the most popular and widely 
used of these AJ techniques is to employ FEC Channel 
coding techniques. Various FEC channel codes have al-
ready been proposed, such as Reed-Solomon (RS) codes 
[9], Extended Bose-Chaudhuri-Hocquenghem (eBCH) 
codes [10], Low-Density Parity-Check (LDPC) codes [11], 
[12], and Turbo codes [13], [14], as a way to reduce the 
potential effect of jamming environment.  

Recent research advances in wireless communication 
have shown that a Turbo coded system (TCS) is one of the 
most suitable and effective AJ techniques which signifi-
cantly reduces the bit error rate (BER) [13], [14], [15]. 
Turbo codes, a class of FEC codes, were originally devel-
oped for use in communication systems to provide robust 
error correction in the presence of noise and interference 
[16]. While their primary purpose is not specifically de-
signed for AJ, their inherent error-correcting capabilities 
can contribute to robust communication in the presence of 
deliberate interference or noise jamming. Although not 
particularly designed as an AJ technique, Turbo codes are 
well-known for their superior performance in noisy chan-
nels and their ability to combat noise can be beneficial in 
scenarios where jamming introduces additional noise. Alt-
hough Turbo codes can enhance the resilience of commu-
nication systems against interference, the effectiveness of 
AJ measures may also depend on the specific characteris-
tics of the jamming signals and the overall system design. 
However, the performance of TCS depends on different 
parameters, namely code rate, frame length, component 
recursive systematic convolutional (RSC) codes, interleaver 
design, decoding iterations, and distance spectrum [17], [18]. 

In mitigating the effects of wideband noise jamming 
attacks, diversity techniques can also play a crucial role. 
A relatively new diversity scheme, generally referred to as 
user-cooperation diversity (UCD), has recently emerged 
smartly utilizing the concept of path diversity. The UCD 
scheme is based on the fundamental principle that wireless 
nodes exchange information and cooperatively transmit it 
to a shared destination. The UCD scheme results in higher 
data rates and better BER performance, in contrast to its 
non-cooperative counterpart scheme [19]. In this UCD 
technique, the cooperative user is typically known as 
a relay which usually uses various cooperative protocols 
[20], namely Amplify-and-Forward (AF) [21], Decode-
and-Forward (DF) [22] or Compress-and-Forward (CF) 
[23], to accomplish the communication process.  

Due to the deployment of extremely complicated 
equalizers, it has always been difficult to develop an effi-
cient wideband wireless communication system which 
employs standard single-carrier (SC) modulation over 
frequency-selective Rayleigh fading (FSRF) channel [24]. 
Nevertheless, by using multi-carrier (MC) modulation, 
such as OFDM, this issue can be avoided. By successfully 
eliminating inter-symbol interference (ISI), OFDM is 
a wideband modulating and multiplexing technology which 
completely seizures the multipath energy. Thus, OFDM is 
qualified as an effective and renowned anti-multipath tech-
nique over FSRF channels [25]. OFDM is generally used in 
combination with Alamouti space-time block codes 
(STBCs), so that the transmitted STBC’s inherent power 
can be effectively exploited over frequency-selective (FS) 
fading channels [26], [27]. The cooperative communication 
is generally employed with STBC to further utilize the 
additional spatial diversity which is generally called dis-
tributed space-time (ST) cooperative communication [28]. 
Distributing STBCs based on the OFDM system over FS 
channels resulted in cooperative diversity [29]. The channel 
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coding is frequently linked with a cooperative diversity 
scheme for utilizing the multipath diversity as well as spa-
tial diversity which is also known as coded-cooperative 
diversity. Different channel codes are deployed in this 
diversity scheme, to effectively offer cooperative diversity. 
The authors Lin et al. in [30] have discussed coded-
cooperative OFDM system that utilizes time division mul-
tiple access (TDMA) scheme. This TDMA technique is 
similar to the coded-cooperative methods already described 
such that all of the subcarriers in the first part of the code-
word during time slot 1 are transmitted by each user. After 
the successful decoding of the data, the relay node sends all 
of the subcarriers in the second part of the codeword during 
time slot 2 over FS fading channels. OFDM effectively 
minimizes the impact of ISI and inter-carrier-interference 
(ICI), offering high spectral efficiency in wideband wire-
less communication.  

For further improving the BER performance of 
an OFDM system, distributed channel codes can be used in 
the coded-cooperative scenario, providing temporal diversi-
ty [31]. Different types of distributed channel codes, name-
ly convolution codes [32], [33], [34], LDPC codes [12], 
[35], [36], Turbo codes [17], [37], [38], Reed-Muller (RM) 
code [39], [40], [41] and more recently Polar codes [42], 
[43], [44] are already combined with OFDM system in 
coded-cooperative communication to efficiently provide 
the temporal diversity. The OFDM scheme combined with 
MIMO antennas has been very well-known for a couple of 
decades because it efficiently utilizes both frequency diver-
sity as well as spatial diversity in FS MIMO channels. 
A number of researchers have concentrated their efforts on 
creating improved cooperative strategies incorporated with 
MIMO systems, to obtain an advantage in terms of both 
spatial as well as temporal diversities.  

In wireless communication, using multiple transmit-
antennas (TAs) and receive-antennas (RAs) to take ad-
vantage of multipath propagation, MIMO is a technique for 
increasing a radio link's capacity [37], [27]. By employing 
multiple antennas (MAs) at the transmitter and receiver, 
a MIMO system increases the performance and channel 
capacity of a wireless communication system. With the 
recent development of wireless communication technology, 
MIMO has become a crucial component of every latest 
communication standard. For example, Wi-Fi, 5G/6G mo-
bile networks, IEEE 802.11n (Wi-Fi 4), IEEE 802.11ac 
(Wi-Fi 5), WiMAX, Long Term Evolution, LTE-Advanced 
and HSPA+(3G) make extensive use of MIMO technology. 
MIMO technology plays a significant role in the evolution 
of wireless communication systems, specifically for 
achieving higher data rates, improved spectral efficiency, 
and better reliability. The use of MAs allows for spatial 
diversity, spatial multiplexing, and advanced signal pro-
cessing techniques to enhance the overall performance of 
the system. 

In this paper, we have proposed an effective and com-
petitive AJ technique based on the STC-OFDM scheme 
incorporated with Alamouti STBC-MIMO (2×2) antennas 
as an effective way to decrease the potential effect of wide-

band noise jamming. To the best of our knowledge, the 
STC-OFDM scheme incorporated with Alamouti STBC-
MIMO (2×2) system in a non-cooperative as well as coded-
cooperative wireless communication over an additive white 
Gaussian noise (AWGN) and a slow FSRF channels under 
wideband noise jamming environment has not been ex-
plored till date. This paper aims to investigate both the 
abovementioned scenarios and, therefore, investigating and 
addressing the stated issues is the major motivation and 
research impact of this manuscript. Almost all of the earlier 
published work regarding the TCS and STC-OFDM 
scheme over the AWGN channel or FSRF channel is with-
out incorporating the OFDM scheme and STBC-MIMO 
system under the jamming environment [13], [14], [15]. 
The bit error performance of Turbo coded OFDM over 
AWGN and Rayleigh fading channels under various types 
of noises has been analyzed by the author Chronopoulos et 
al. in [45]. Thus, the existing research regarding Turbo 
codes under jamming attacks cannot be applied to any 
practical standard of wireless communication system. More 
specifically, distributed Turbo codes (DTCs) in cooperative 
communication over FSRF channels employing OFDM in 
combination with STBC-MIMO has not been explored to 
date under noise jamming attacks. Therefore, this article’s 
main objective is to explore and analyze the BER perfor-
mance of the STC-OFDM scheme with STBC-MIMO 
(2×2) antennas for coded-cooperative wireless communica-
tion over FSRF channels. To the far extent of our infor-
mation, the closest work to this research paper is accom-
plished in [37], in which the bit error performance of 
a Turbo coded OFDM using matched interleaver combined 
with MIMO antennas for coded-cooperative wireless 
communication, has been investigated under non-jamming 
environment. Another work based on a distributed Polar 
coded OFDM system using Plotkin’s construction with 
MIMO antennas under non-jamming environment which 
closely resembles to ours can be found in [46]. Although 
both the stated works consider the OFDM scheme incorpo-
rated with STBC-MIMO (2×2) antennas for coded-
cooperative wireless communication over AWGN and 
FSRF channels, they do not investigate the bit error per-
formance of the proposed schemes under the jamming 
environment. Furthermore, investigating and addressing 
these issues is the major contribution and incentive of this 
manuscript.  

This research article claims the following three major 
novel contributions: 
• The STC-OFDM scheme incorporated with Alamouti 

STBC-MIMO (2×2) antennas is proposed as an effec-
tive way to decrease the potential effect of wideband 
noise jamming and to prove that the STC-OFDM-
MIMO system can work as a competitive AJ tech-
nique.  

• The proposed STC-OFDM scheme with Alamouti 
STBC-MIMO (2×2) antennas is extended to a coded-
cooperative wireless communication scenario and the 
BER performance of this distributed scheme is inves-
tigated for the first time under the noise jamming en-
vironment to the best of our knowledge. 
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• The bit error performance of a single-relay DSTC-
OFDM-MIMO (coded-cooperative) scheme is com-
pared with that of the STC-OFDM-MIMO (non-
cooperative) scheme as a suitable benchmark, under 
the same conditions and the noise jamming environ-
ment. 

• Both the proposed MIMO schemes are also compared 
with the corresponding single-antenna (SA) schemes, 
under the same conditions and the noise jamming en-
vironment. 

The rest of this research article can be structured as 
under: In Sec. 2, the system description of the proposed 
STC-OFDM scheme incorporated with STBC-MIMO 
(2×2) antennas for the non-cooperative communication 
system is presented. In Sec. 3, the system description of the 
proposed DSTC-OFDM scheme incorporated with STBC-
MIMO (2×2) antennas for the coded-cooperative commu-
nication system is discussed. Section 4 briefly describes the 
joint iterative SISO (JISISO) decoding technique which is 
particularly designed for the proposed DSTC-OFDM-
MIMO scheme. Section 5 presents and discusses the simu-
lation set-up along with the Monte Carlo simulation results 
for both the STC-OFDM-MIMO (non-cooperative) and 
DSTC-OFDM-MIMO (coded-cooperative) schemes with 
different jamming scenarios. Lastly, the paper is concluded 
in Sec. 6 with the conclusion drawn based on the observa-
tions and simulation results given in Sec. 5. 

2. The Conventional STC-OFDM 
Scheme with STBC-MIMO (2×2) 
Antennas for Non-Cooperative 
Wireless Communication System 
under Noise Jamming Attack 
In this section, a brief overview of the proposed STC-

OFDM scheme with STBC-MIMO (2×2) antennas for 
a non-cooperative wireless communication system is pre-
sented and discussed, along with the details of the encoding 
and decoding processes. A typical symmetric TCS consists 
of two identical RSC encoders concatenated in parallel, 
with a random interleaver (RI), denoted by π and connected 
as depicted in Fig. 1, and a Turbo code decoder, compris-
ing of two constituent iterative soft-input/soft-output 
(SISO) decoders. The TCS with parallel concatenation is 
represented by C = (C1, C2), where C1 and C2 denote iden-
tical encoders. In this manuscript, symmetric TCS having 
identical RSC encoders with constraint length KL = 3 and 
overall code rate Rc = 1/3 is selected and investigated. Each 
encoder has the same generator matrix 
G(D) = [1, g2(D)/g1(D)], where g1(D) = (1 + D + D2) repre-
sents the feed-back polynomial and g2(D) = (1 + D2) repre-
sents the feed-forward polynomial with constraint length 
KL = 3. The generator matrix G(D) of each encoder can 
also be represented in its equivalent octal form 
G(D) = (1,5/7)8. The STC system with overall generator 
matrix G(1,5/7,5/7)8 and the code rate Rc = 1/3 is considered 

 
Fig. 1. A 1/3 code rate symmetric Turbo code encoder having 

generator matrix G(D) = (1,5/7,5/7)8 and constraint 
length KL = 3. 

and employed in the proposed AJ communication model 
because of its superior BER performance and robustness. 
The specific parameters 𝐾𝐾𝐿𝐿 = 3 and Rc = 1/3 have been 
selected based on a balance between FEC performance and 
computational complexity, ensuring robust and efficient 
operation in practical communication systems. These 
choices support the overall objective of enhancing the 
reliability and efficiency of the symmetric TCS in our pro-
posed scheme. 

The schematic diagram of the proposed STC-OFDM 
scheme incorporated with STBC-MIMO (2×2) antennas for 
non-cooperative wireless communication system under the 
jamming environment is shown in Fig. 2. The information 
bits sequence b0 of frame length l is fed into an RSC en-
coder-1 (C1) which generates the parity bits sequences p0. 
The same information bits sequence b0 is given as input to 
an RSC encoder-2 (C2) simultaneously, after passing 
through a RI which generates parity bits sequence p1. The 
RI shuffles the sequence b0 in a random way to produce 
an interleaved sequence of information bits b1 = πb0. The 
sole purpose of this interleaving is the de-correlation of the 
original information bit sequence, which enables an itera-
tive Turbo code decoding technique to be performed. The 
iterative Turbo code decoding technique is based on the 
exchange of extrinsic information (IExt) from one compo-
nent SISO decoder to another in an iterative manner. Thus, 
the encoded Turbo code frames are made up of information 
bits b0 along with the two respective parity bits sequences 
p0 and p1. A mapper then maps this Turbo-encoded se-
quence of coded bit frame s to generate digitally modulated 
complex symbols x, i.e., BPSK, 4-QAM or 16-QAM. 
Through Alamouti STBC encoding [27], two parallel en-
coded signals c1 and c2 are then obtained. At time instants 
t1 = n and t2 = (t1 + T) = (n + 1) where T is the OFDM sym-
bol time, (c1, c2) and (–c2

*, c1
*) are transmitted via two 

parallel paths, respectively. Then, these two sequences of 
symbols are transformed from the frequency-domain into 
the time-domain by applying a K-point inverse discrete 
Fourier transform (K-IDFT) operation to the corresponding 
signals. The corresponding STBC-encoded OFDM symbols 
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are finally obtained by appending cyclic prefix (CP), which 
are then sent via the transmitting antennas 

1xT  and 
2xT  re-

spectively over an FSRF channel H. The DFT has a well-
known characteristic of producing multiplication in the 
frequency-domain from circular convolution in the time-
domain. The channel entries are supposed to be unchanged 
for two successive Alamouti ST block codes and as a re-
sult, the channel is eligible to be known as a slow FSRF 
channel. Moreover, the receiver is fully aware of channel H 
entries, whereas the transmitter is unaware of the channel 
H entries. The coded symbol sequence x = [x1, x2,…, xk,…, 
xN] of length N, is generated by digitally modulating the 
Turbo-encoded bit sequence s of the same length N, where 
xk represents the BPSK, binary 4-QAM or 16-QAM digital 
modulated symbol, such that xk ∈{–1, +1}, xk ∈{1+j, 1−j, 
−1+j, −1−j} or xk ∈{–3-3j, –3–j, –3+3j, –3+j, –1–3j, –1–j, –
1+3j, –1+j, 3–3j, 3–j, 3+3j, 3+j, 1–3j, 1–j, 1+3j, 1+j} re-
spectively. The coded sequence of symbols is divided into 
(k×1) sized blocks, which can be expressed as under:  

 ( ) ( ) ( ) T
x x .1n nk nk k = … + − x  (1) 

Every two consecutive blocks are transformed by the 
STBC encoder into the matrix X(n) of size (k × 1) + (k × 1) 
= (2k × 2), given by,  

 ( ) ( ) ( )
( ) ( )

2 2 1
 

2 1 2
n n

n
n n

 − +
=  + 

x x
X

x x

*

*
   (2a) 

where the rows (i.e., blocks) of the matrix are sent via the 
transmitting antennas 

1xT  and 
2xT , respectively and the 

columns of the matrix are sent in two successive time slots, 

i.e., n and n + 1. Thus, from the matrix X(n), the two 
codewords c(n) and c(n + 1) are obtained, given as under:  

 ( ) ( ) ( )  1n n n = + X c c    (2b) 

where ( ) ( )
( ) ( ) ( )

( )
2 2 1

  ,   1  
2 1 2

n n
n n

n n
   − +

= + =  +   

x x
c c

x x

*

*
.  

Before transmitting the k-long symbols, we apply inverse 
fast Fourier transform (IFFT) operation and then, append 
the CP, to obtain the corresponding p̅ × 1 symbols. In one 
complete OFDM frame, the linear convolution is effective-
ly transformed into the circular convolution, provided that 
the CP length (LCP) exceeds the delay spread of the FS 
channel. This IFFT operation and CP component transform 
the FS fading channels into the frequency-flat fading chan-
nels, which enables us to effectively use the advantage of 
transmit diversity formed by the STBC encoder. Then, the 
two STBC-encoded OFDM symbols c(n) and c(n + 1) are 
sent via the channels with an impulse response vector ,

p
j mh , 

where p defines the number of channel taps (i.e., p = 0, 
1,…, P – 1), j represents the number of RAs and m repre-
sents the number of TAs, such that m = [1, 2], 

[ ], 0    0,p
j m p P≠ ∀ ∈h . The signal vector y received from the 

FSRF channel at the receiver, assumed for two successive 
channel usages, at time instants n and n + 1, can be mod-
eled as under: 

 ( ) ( ) ( )pn n n= +y H c w , (3a) 

 ( ) ( ) ( )1 1 1pn n n+ = + + +y H c w .  (3b) 

 
Fig. 2. Block diagram of the proposed STC-OFDM scheme with Alamouti STBC-MIMO (2×2) antennas. 
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Under the jamming signals zJ(n) and zJ(n + 1) at time 
instants n and n + 1 respectively, 

 ( ) ( ) ( ) ( )J zpn n n n= + +y H c Gw , (4a) 

 ( ) ( ) ( ) ( )J1 1 1  z 1pn n n n+ = + + + + +y H c Gw  (4b) 
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  (5) 

where ‘ ’ is the discrete-time (DT) circular convolution 
operator, Hp is the time-domain FSRF channel with each 
vector 0 1 1

, , , , ,[ ,  , , , , ]p i P
j m j m j m j m j mh h h h −= … …h  where ,

i
j mh  is 

an independent and identically distributed (i.i.d.) complex 
Gaussian random variable having zero-mean and variance 
½ per dimension. w(n) represents an uncorrelated complex-
valued noise vector, such that w(n) = 
[w1,w2,w3,…,wi,…,wq] whose element wi is zero-mean 
complex Gaussian variable with independent real and im-
aginary parts of equal variances N0/2, where N0 is the noise 
power spectral density (PSD), and q denotes the number of 
noise coefficients, i.e., q = P + CP + K − 1. The term zJ(n) 
and zJ(n + 1) are defined as the jamming signals at time 
instants n and n + 1 respectively. G is the time domain 
FSRF channel from the jammer J to the receiver Rx whose 
every entry is a vector gi which  is an i.i.d. complex Gaussi-
an random variable, such that G = [g1, g2, g3,…,gi,…,gj]T, 
where gi ~ R(0, σJ

2), (i = 1,2,3,….., j) with zero-mean and 
variance σJ

2 = J0/2 variance complex Gaussian random 
variable, where J0 is the jamming PSD. 

At the receiver, after removing the CP first and apply-
ing serial-to-parallel (S/P) conversion, the K-point FFT 
operation is applied to the corresponding sequence of 
coded symbols. Alamouti ST block decoding [27] is then 
applied in frequency-domain, after parallel-to-serial (P/S) 
conversion. The received sequence of symbols 

[ ]1 2r , r , , r , rˆ ,k N= = … …x r  is obtained, where k represents 
the time instant of x. This received signal vector x̂  is 
passed through a digital soft-demodulator (de-mapper) to 
generate the log-likelihood ratios (LLRs) of each coded bits 

[ ]1 2 3λ , λ , λ , , λN= …λ  [46]. These LLRs so obtained, are 
fed into Turbo code decoder, resulting in the estimated 
information bits sequence 0b̂ , which can mathematically 
be expressed as under: 

 ( ) ( )
( )
  x   1  |

x log
  x    0 |

q
K kq

k q
K k

P r
LLR

P r

=
=

=
,  (6) 
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where the bit position is defined by q̅, such that q̅ = [1,2], 
β = log2M and 0 1, q q∅ ∅  represents the vector of symbols 
taking a value of 0 or 1 at the q̅-th bit respectively [46]. 
These LLRs are fed into the Turbo code decoder that even-
tually estimates the message sequence of bits 0b̂ , which 
contains the original sequence of information bits b0. 

3. The Distributed STC-OFDM 
Scheme with STBC-MIMO (2×2) 
Antennas for Coded-Cooperative 
Wireless Communication System 
under Noise Jamming Attack 
This section presents and discusses the proposed sin-

gle-relay DSTC-OFDM scheme with Alamouti STBC-
MIMO (2×2) antennas for coded-cooperative wireless 
communication system, along with the details of the encod-
ing and decoding processes. The TCS fits naturally well in 
a typical cooperative communication framework. Hence, 
the proposed MIMO scheme based on DTCs can efficiently 
be implemented in a coded-cooperative wireless communi-
cation system. An innovative concept of a three-terminal 
network proposed by Van Der Meulen in [47], serves as the 
foundation for our proposed MIMO scheme. A cooperative 
wireless communication model with a three-terminal net-
work employing OFDM over FS fading channels is dis-
cussed in the literature [30], [37]. The three terminals con-
sidered are the source node S, the relay node R, and the 
destination node D. The way TCS is structured makes it 
highly appropriate to deploy in a coded-cooperative com-
munication system where it is distributed over the source S 
and the relay R nodes in such a way that cooperation occurs 
between these two nodes. An important class of coded-
cooperative communication is thus formed, which is gener-
ally referred to as DTCs [18], [37]. The schematic diagram 
of the proposed single-relay DSTC-OFDM scheme incor-
porated with STBC-MIMO (2×2) antennas for a coded-
cooperative wireless communication system under the 
jamming environment is shown in Fig. 3. 

The complete Turbo codeword is divided into two 
RSC codes. RSC encoder-1 (C1) is located at the source 
node S and RSC encoder-2 (C2) is located at the relay node 
R. The relay node R and the destination node D are placed 
close to each other. The entire transmission cycle of the 
information bits sequence b0 from the source node S to the 
destination node D is completed in two consecutive time 
slots. During time slot 1, the sequence of information bits 
b0 is encoded by the source node S using the RSC encoder 
C1 to generate the codeword (b0,p0), where p0 is the parity 
bit sequence. After passing through a BPSK mapper the 
acquired codeword s1 of length N1 is passed through the 



508 A. MIRZA, A. KHAWAJA, S. MUGHAL, ET AL., DSTC-OFDM SCHEME INCORPORATED WITH STBC-MIMO ANTENNAS … 

 

STBC-OFDM encoder, resulting in STBC-encoded OFDM 
symbols cS (i.e., the first part of the codeword) being 
transmitted to both relay R and destination D nodes in the 
same time slot as illustrated in Fig. 3. The STBC-OFDM 
encoding process has already been described in the previ-
ous section of this paper. The relay node R receives the 
encoded sequence of symbols after the corresponding de-
modulation and then, it decodes the received sequence of 
information bits. This decoding is considered as ideal or 
perfect because the source-to-relay (S-R) channel is consid-
ered as ideal or error-free. The estimated information bits 
sequence b0 is delivered to a RI to generate an interleaved 
information bits sequence b1 = πb0, which is encoded by 
the relay node R using the RSC encoder C2, to generate the 
parity bit sequence p1. In time slot 2, the relay node R re-
transmits the encoded sequence of symbols to the destina-
tion node D after modulation via the relay-to-destination 
(R-D) FSRF channel. Finally, a joint iterative Turbo code 
decoder decodes the signals received from the source S and 
relay R nodes, which is estimated by employing JISISO 
(Turbo) decoding technique at the destination node D. 

During time slot 1, the relay node receives the signal 
vector yS–R from the source node which can be modeled as 
under:  
 ( ) ( ) ( )p

S R S R S S Rn n n− − −= +y H c w ,   (9a) 

 ( ) ( ) ( )1 1 1p
S R S R S S Rn n n− − −+ = + + +y H c w . (9b) 

Under the jamming signals zJ1(n) and zJ1(n + 1) at time 
instants n and n+ 1 respectively, during time slot 1, 

( ) ( ) ( ) ( )J1 zp
S R S R S S R J Rn n n n− − − −= + +y H c Gw  (10a) 

( ) ( ) ( ) ( )J11 1 1  z 1p
S R S R S S R J Rn n n n− − − −+ = + + + + +y H c Gw   

  (10b) 

where n and n + 1 denote two successive channel usages, 
  is the DT circular convolution operator, p

S R−H  repre-
sents the multipath FSRF channel from the source node to 
the relay node with multiple taps, such that , p p

S R j m− =H H , 
where p defines the number of channel taps, (i.e., p = 0, 
1,…, P − 1), j denotes the number of RAs and m denotes 
the number of TAs, such that m = [1, 2], 

[ ], 0    0,p
j m p P≠ ∀ ∈h . Every element of the matrix ,

p
j mH  

represents a vector 0 1 1
, , , , ,[ ,  , , , , ]p i P

j m j m j m j m j mh h h h −= … …h  where 

,
i
j mh  is an i.i.d. complex Gaussian random variable whose 

each component, i.e., in-phase and quadrature component, 
is zero-mean and variance ½. S R−w  is the noise vector, 
such that ( ) 1 2 3, , , , , ,S R i qn w w w w w−  = … … w  where wi is 

a zero-mean complex Gaussian random variable with inde-
pendent real and imaginary parts of equal variance N0/2. 
The term zJ1(n) and zJ1(n + 1) are the jamming signals dur-
ing the first time slot, defined similarly as zJ. GJ–R is the 
time domain FSRF channel from the jammer J to the relay 
node R whose every entry is a vector gi which  is an i.i.d. 
complex Gaussian random variable, defined similarly as G. 
The channel from the source to the relay (S–R) is generally 
assumed to be ideal (i.e., SNR S Rγ − = ∞ ) to achieve perfect 
error-free decoding at the relay node. However, for a non-
ideal S–R channel (i.e., SNR S Rγ − ≠ ∞ ), various coopera-
tive protocols have been discussed in the literature [32]. 
However, in this research study, the S–R channel is consid-
ered as ideal or perfect for the proposed model of coded-
cooperative wireless communication. The entries of p

S D−H  
fast-fading FSRF channel remains unchanged over the 
transmission of an entire STBC frame, i.e.,  

 
Fig. 3. Block diagram of the proposed DSTC-OFDM scheme with Alamouti STBC-MIMO (2×2) antennas. 
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( ) ( ) ( ) ( )11 2 3, , , , .p p p p p

S D S D S D S D S D N− − − − −
 = … H H H H H  (11a) 

Nevertheless, for our proposed design, the entries of p
S D−H  

FSRF channel stays constant over the transmission of 
a complete Turbo code frame, i.e.,  

 
( ) ( ) ( )11 2 .p p p p

S D S D S D S D N− − − −
 = = =…= H H H H   (11b) 

Thus, slow-fading is also incorporated into the proposed 
scheme over the FSRF channel. The STBC-encoded 
OFDM symbols cS (i.e., the first part of the codeword) is 
broadcasted by the source node during time slot 1, the sig-
nal vector yS–D received at the destination node, in the same 
time slot, can be modeled as under:  

 ( ) ( ) ( ) ,p
S D S D S S Dn n n− − −= +y H c w  (12a) 

 ( ) ( ) ( )1 1 1 .p
S D S D S S Dn n n− − −+ = + + +y H c w  (12b) 

Under the jamming signals zJ1(n) and zJ1(n + 1) at time 
instants n and n + 1 respectively, during time slot 1, 

( ) ( ) ( ) ( )J1 z ,p
S D S D S S D J Dn n n n− − − −= + +y H c G w  (13a) 

( ) ( ) ( ) ( )J11 1 1  z 1p
S D S D S S D J Dn n n n− − − −+ = + + + + +y H c Gw

 
  (13b) 

where the matrix p
S D−H  denotes source-to-destination (S–D) 

FSRF channel and S D−w  is the noise vector, both of which 
are already defined likewise as p

S R−H  and S R−w  in (9). 

J D−G  is the time domain FSRF channel from the jammer J 
to the destination node D whose every entry is a vector gi 
which  is an i.i.d. complex Gaussian random variable, de-
fined likewise as G The signal vector yS−D received at the 
destination node is given as input to the STBC-OFDM 
decoder which generates the output symbol vector Y1 dur-
ing time slot 1. The STBC-OFDM decoding process has 
already been described in the previous section of this paper. 

The signal vector yS–R received at the relay node, is 
fed into the STBC-OFDM decoder which generates the 
estimated coded sequence of soft-bits λS−R. This soft-bit 
coded sequence λS−R is then passed through a SISO decod-
er-1 (corresponding to RSC encoder C1) to estimate 0b̂  

information bits. During time slot 2, 0b̂  information bits 
are passed through a RI to obtain the interleaved sequence 
of information bits b1. This interleaved information bits 
sequence b1 is then further re-encoded using RSC encoder 
C2 which generates the parity bit sequence p1 of length N2. 
After passing through a BPSK mapper, this acquired code-
word s2 of length N2 is fed into the STBC-OFDM encoder 
that generates the STBC-encoded OFDM symbols cR (i.e., 
the second part of the codeword), being transmitted to the 
destination node in the second time slot as illustrated in 
Fig. 3. During time slot 2, the destination node receives the 
signal vector yR–D from the relay node which can be mod-
eled as under:  

 ( ) ( ) ( ) ,p
R D R D R R Dn n n− − −= +y H c w   (14a) 

 ( ) ( ) ( )1 1 1 .p
R D R D R R Dn n n− − −+ = + + +y H c w  (14b) 

Under the jamming signals zJ2(n) and zJ2(n + 1) at time 
instants n and n + 1 respectively, during time slot 2, 

( ) ( ) ( ) ( )J2 z ,p
R D R D R R D J Dn n n n− − − −= + +y H c G w  (15a) 

( )
( ) ( ) ( )J2

1

1 1  z 1
R D

p
R D R R D J D

n

n n n
−

− − −

+ =

+ + + + +

y

H c G w
 (15b) 

where p
R D−H  and R D−w  are already defined similarly as in 

(9). Since the channel p
R D−H  remains constant over the 

transmission of one complete Turbo code frame, i.e.,  

 
( ) ( ) ( )11 2 .p p p p

R D R D R D R D N− − − −
 = = =…= H H H H  (16) 

The term zJ2(n) and zJ2(n + 1) are the jamming signals dur-
ing the second time slot, defined likewise as zJ. The signal 
vector yR–D received at the destination node, is fed into 
STBC-OFDM decoder which generates the output symbol 
vector Y2 during time slot 2.  

The Y1 codeword (i.e., RSC-1 encoded OFDM code-
word) is transmitted by the source node S in time slot 1 to 
the SISO decoder-1 which corresponds to the RSC-1 en-
coder at the source node S. The Y2 codeword (i.e., RSC-2 
encoded OFDM codeword) is transmitted by the relay node 
R in time slot 2 to the SISO decoder-2 which corresponds 
to the RSC-2 encoder at the relay node R. Finally, the com-
bined signal vector Y received at the destination node D is 
obtained by concatenating the symbol vectors Y1 and Y2, 
received from the source node S and the relay node R, re-
spectively. The overall vector Y, which is the complete 
codeword bits reaching the destination node during one 
complete transmission cycle, can mathematically be ex-
pressed as under:  

 [ ]2 1, .=Y Y Y   (17) 

This vector Y is finally fed into the joint iterative SISO 
(Turbo) decoder, explained in the subsequent section, to 
estimate the original message bits sequence 0b̂ . 

4. JISISO (Turbo) Decoding 
Technique for the Proposed  
DSTC-OFDM-MIMO Scheme 
Another prominent and distinctive characteristic of 

the proposed single-relay DSTC-OFDM scheme incorpo-
rated with the STBC-MIMO (2×2) system for coded-
cooperative wireless communication is the joint iterative 
SISO (Turbo) decoding technique. This JISISO Turbo code 
decoder for the proposed DSTC-OFDM-MIMO scheme, 
depicted in Fig. 4, is implemented in the destination node, 
utilizing two SISO modules for joint iterative decoding 
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operation. The SISO APP modules with both serial and 
parallel concatenation of Turbo codes for the iterative de-
coding are described by Benedetto et al. [48]. In a charac-
teristic communications receiver, a demodulator generally 
generates soft decisions that are then fed into the soft-
input/hard-output decoder, where the output of the decoder 
results in bits (i.e., hard decisions) after the final decoding 
process. However, a hard-output decoder is not suitable in 
a typical TCS, in which multiple component RSC encoders 
are employed. The Turbo code decoding process of TCS 
consists of feeding the outputs in an iterative manner from 
one decoder back to the inputs of another decoder. This is 
due to giving hard decisions as input to a decoder degrades 
the system performance as compared to soft decisions. 
Thus, a SISO decoder is required for the decoding of Turbo 
codes [7]. For the first decoding iteration of the SISO de-
coder, the binary data is usually considered to be equally 
probable which gives an initial a-priori LLR value. In the 
iterative decoding process, the extrinsic likelihood is fed 
back to the decoder input, which leads to refining the  
a-priori probability of the data for the subsequent iteration. 

The design of the Turbo code decoder has been dis-
cussed in the literature [18] which mainly consists of two 
SISO decoders, corresponding to each RSC encoder. It has 
three separate inputs and a single output. The a-priori prob-
abilities of systematic bits 

0
λ ,b  as well as parity bits 

0
λp

and 
1

 λ ,p  are fed into the SISO decoders, resulting in the 
output known as IExt. Three LLRs are accepted by each 
SISO decoder as inputs, to produce a single output. The 
LLRs of the information bits, LLRs of the parity bits, and 
LLRs of a-priori information bits constitute the SISO de-
coder's input, which generates IExt as its output for the sys-
tematic bits as well as parity bits. During time slot 1, the 
first soft-demodulator generates the LLRs 1

Dλ  as an output 
which are soft-demodulated sequences of bits. This corre-
sponds to the combined sequence of information bits and 
parity bits, after the Alamouti STBC and OFDM encoding, 
originated by the RSC encoder-1 at the source node S. The 
LLRs 1

Dλ  is then divided by the de-multiplexer into two 
separate streams of bits, i.e., the information bits LLRs 
sequence 

0

1λb  and the parity bits LLRs sequence 
0

1λp . 
These LLRs are given as inputs to SISO decoder-1 which 
generates IExt for systematic bit sequence

12
  bD  and for pari-

ty bit sequence 
0pD . The IExt sequence of systematic bits 

12
  bD  is passed through a RI, to get the interleaved IExt se-

quence of systematic bits
12 12

  π( )=b bD D , which is fed as 
an a-priori input into SISO decoder-2, while the IExt 
sequence of parity bits 

0pD  is discarded. 

During time slot 2, the second soft-demodulator pro-
duces the LLRs 

1

2 2
Dλ λ= p  as an output, which is the soft-

demodulated sequence of bits. This corresponds to the 
sequence of parity bits p1, after the Alamouti STBC and 
OFDM encoding, transmitted by the RSC encoder-2 at  
the relay node R. The SISO decoder-2 produces IExt 

21bD and 

 
Fig. 4. JISISO (Turbo) decoding technique for the proposed 

DSTC-OFDM scheme with STBC-MIMO (2×2) 
antennas. 

1pD  that corresponds to the interleaved sequences of in-
formation bits b1 = πb0 and parity bits p1, respectively. The 
IExt

21
  bD  of interleaved information bits sequence b1 is de-

interleaved to obtain 
21

  bD , which is then sent back to SISO 

decoder-1, whereas the IExt of parity bits sequence 
1pD  is 

discarded. The two component SISO decoders exchange 
these IExt sequences 

12
  bD  and 

21
  bD  of corresponding mes-

sage bits for a predefined number of iterations. The inter-
leaved IExt 

12
  bD  and 

21bD  are then summed up in an adder, 
and de-interleaved after passing through a de-interleaver, 
which is then followed by a slicer. Finally, the hard decod-
ing operation is performed by the slicer to obtain the esti-
mated information bits sequence 0b̂  through which the 
complete decoding process of the transmitted information 
bits sequence b0 is accomplished. 

5. Simulation Set-up and Results 
Discussion 
In this section, the BER performances and simulation 

results of the proposed STC-OFDM-MIMO (non-
cooperative) scheme and the DSTC-OFDM-MIMO (coded-
cooperative) scheme are presented and discussed. The 
simulation tool, modulation technique and decoding algo-
rithm employed for both the STC-OFDM-MIMO and 
DSTC-OFDM-MIMO schemes are MATLAB, BPSK/M-
QAM modulation, and Log-MAP algorithm respectively. 
Both of the proposed MIMO schemes have been investi-
gated and analyzed over the AWGN channel as well as the 
FSRF (slow) channel under the same wideband noise jam-
ming environment and identical conditions i.e., the same 
overall code rate and data frame length of Rc = 1/3 and 
l = 512 bits respectively. The generator matrix for both the 
schemes is G(1,5/7, 5/7)8 having the length of RI equal to 
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the frame length l = 512 bits. The STC-OFDM-MIMO and 
DSTC-OFDM-MIMO schemes are simulated over AWGN, 
single-path as well as multipath FSRF channels. In addi-
tion, the proposed DSTC-OFDM-MIMO scheme can 
achieve both the cooperative diversity gain as well as the 
coding gain. The jamming signal can mathematically be 
represented as a wideband or broad-spectrum Gaussian 
noise for a fixed jammer received power J, with uncorre-
lated zero-mean and a flat PSD over the BW under consid-
eration. When the jammer’s tactic is to jam the entire fre-
quency-range of interest WB, this jammer is termed as 
a wideband noise or barrage jammer, and J0 = (J /WB) is the 
jamming PSD [7]. However, in addition to white noise, the 
source of jamming, in this case, is considered as broadband 
Gaussian noise power from the jammer. Therefore, the 
SNR of interest can be written as γ  = [Eb/(N0 + J0)], where 
Eb represents the bit energy and J denotes the average 
jammer power received by the receiver. Since the jammer 
PSD is usually far larger than the noise PSD, i.e., J0 >> N0, 
the typical SNR in a jamming environment is generally 
considered to be γ  = Eb/ J0. Thus, γreqd. is defined as the bit 
energy per jammer PSD, needed to maintain the communi-
cation link for a definite BER [7], which can mathematical-
ly be expressed as under: 

 ( )
( ) ( )

B pb
reqd.

0 reqd. reqd. reqd.

/
  

J/S J/S
W R GE

J
γ

 
= = = 
 

   (18) 

where Eb = STb =S/R̅, S is the received signal power, Tb is 
the bit duration, R̅ is the data rate in bits/s and Gp = WB/R̅  
represents the processing gain [7]. Therefore,  

 
( )

p

reqd. b 0 reqd.

 
/
GJ

S E J
  = 
 

.  (19) 

The parameter (J/S)reqd. is the required ratio of jamming 
power to signal power, which defines a figure-of-merit to 
measure the robustness and invulnerability of a system to 
interference. For further details on the subject of jamming 
and the parameters of the threat model assumed, interested 
reader may refer to the reference [7].  

In this paper, we have modeled the impact of wide-
band noise jamming by employing the noise parameter 
jamming-to-signal (J/S) ratio [7], which is primarily used 
to model the effect of the noise source. This J/S parameter 
may affect the received signal, while processing the genu-
ine signal and is utilized in the SNR calculation (i.e., γreqd.) 
to define the signal quality as shown in (18). We have used 
a jamming source with a SA to generate random pseudo-
noise (PN) sequence to jam the receiver Rx or the destina-
tion node D as defined in (4) and (13) respectively. The J/S 
ratio is normally taken to be 23 dB for noise jamming with 
the processing gain of GP = 1000 [49], [50]. While imple-
menting the worst-case jamming scenario, we have varied 
the intensity of wideband constant jamming signals to 
simulate three different levels of adversarial attack (i.e., 
J/S = 13 dB, 23 dB and 33 dB) over multipath FSRF (slow-
fading) channel. The jamming scenario with J/S = 33dB is 

the worst-case jamming scenario for both the proposed 
schemes where the jammer operates at the highest possible 
power, utilizes advanced DSP techniques, and covers the 
full frequency spectrum of the target’s operational frequen-
cies [50]. 

Furthermore, the AJ strategies offered by the simula-
tion results, so obtained from this research study, are not 
optimal for covering all possible aspects of jamming at-
tacks. Certain aspects of jamming signals, including the 
temporal and frequency patterns, can be optimized, and 
then those sensitive components of the wireless communi-
cation system that are more vulnerable to jamming attacks 
are optimally selected [3]. In this research, however, the 
prime focus is given only on the relatively under-
investigated class of the jamming attack, namely wideband 
Gaussian noise jamming, and provides specific insight on 
how to counter the potential effect of the wideband noise 
jamming attack. Wideband noise jamming attacks can have 
significant detrimental effects on a wireless communication 
system's performance by introducing significant interfer-
ence across a wide frequency band, making it more chal-
lenging for the receiver to correctly decode the transmitted 
signals. The primary impacts of wideband jamming include 
an increased BER and degraded SNR which, in turn, in-
creases packet loss and reduces the effective data rate re-
spectively. For further details on the parameters of the 
threat model assumed, the reader may refer to the literature 
[7], [49]. The nominal data rates (Rnom) for the proposed 
schemes using different modulation techniques, namely 
BPSK, 4-QAM and 16-QAM, with bits per symbol 1, 2 and 
4 are calculated to be 4.333, 8.667 and 17.333 Mbps re-
spectively, without jamming. However, under the jamming 
environment, these data rates are reduced to a lower level 
depending on the intensity of the jamming signal. Under 
the wideband noise jamming scenario with an SNR of 0 dB 
(i.e., normalized signal power of 1) and a code rate of 
Rc = 1/3, the effective data rates (Reff) for BPSK, 4-QAM 
and 16-QAM are calculated to be 3.991, 7.289 and 
13.416 Mbps respectively, by considering the probability 
of successful transmission (1 – BER), i.e., 

  ( )eff nom  1 BER .R R= −   (20) 

In this research study, the channels S–D and R–D are 
considered to be multipath FSRF channels which are statis-
tically independent and modeled by the Monte Carlo 
method with 9 taps each [24], [25]. However, for all simu-
lations in the coded-cooperative scenario, the S–R channel 
is supposed as ideal or perfect (i.e., SNR γS–R = ∝). This 
hypothesis is valid due to the fact that the DF cooperative 
protocol is applicable only when the S–D channel is severe-
ly degraded as compared to the S–R channel [22].  

The complete list of parameters with specifications 
used in the simulation is summarized in Tab. 1.  

For the multipath FSRF channels between different 
links, the delay spread is considered to be 9 bits and the 
phase of each path is evenly distributed between 0 and 
2π radians [51]. The length of IFFT and CP is selected to be 
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Parameters Specification 

Modulation techniques 
BPSK 

M-QAM 

Multiplexing scheme OFDM 

FFT length (K)  64 bits 

Number of data subcarriers 52 

CP length (LCP) 16 bits 

OFDM symbol size 64 + 16 = 80 bits 

FFT sampling frequency 20 MHz  [–10 MHz to +10 MHz] 

Subcarrier spacing 312.5 kHz 

Used subcarrier index {–26 to –1, +1 to +26} 

CP duration (TCP) 0.8 µs 

OFDM data symbol duration (Td) 3.2 µs 

OFDM symbol duration (Ts) 4 µs 

OFDM symbol rate (1/Ts) 250 ksymbols/sec 

Channel models  AWGN, FSRF  

Delay spread of a channel  9 bits 

Multipath taps 9 taps 

Multipath phase-shift 0–2π radians 

Additional relay gain +3 dB 

Channel coding Turbo codes 

Generator polynomial for TCS (1,5/7,5/7)8 

Data frame length (l)  512 bits 

Turbo code frame length  512 × 3 = 1536 bits 

Number of frames 100,000 

Code rate (Rc) 1/3 

Decoding technique JISISO - Turbo  

Decoding algorithm Log-MAP 

Log-MAP iterations 5 

J/S ratio 23 dB 

Processing gain (GP) 1000 

Tab. 1. List of the simulation parameters. 

64 and 16 bits respectively, based on the IEEE 802.11a 
specifications for a wireless communication link built using 
OFDM [52]. The 802.11a standard for wireless local area 
(WLAN) networking operates in the 5 GHz frequency band 
and specifies multiple non-overlapping channels, each with 
a width of 20 MHz, within the 5 GHz range which are 
spread apart to reduce interference [52]. Moreover, in the 
context of 802.11a which uses OFDM, the effects of the 
Rayleigh fading channel are particularly relevant, capturing 
the random and time-varying characteristics of multipath 
fading.  

A 2×2 MIMO system with Alamouti STBC provides 
a balanced approach with several advantages, particularly 
for applications requiring simplicity, cost-effectiveness, and 
energy efficiency as compared to massive MIMO technol-
ogy. The choice between the two should be guided by the 
specific requirements of the AJ application, taking into 
account factors such as deployment environment, budget, 
and performance needs. The transitioning from a 2×2 

MIMO system to a massive MIMO system can significant-
ly enhance the performance and robustness of AJ systems 
against wideband jamming attacks through spatial diversi-
ty, multiplexing gain, enhanced signal processing tech-
niques, and increased degrees of freedom [53]. However, 
this enhanced system’s performance and resilience against 
wideband jamming attempts can be traded off at the cost of 
increased hardware complexity and computational power. 
In addition, careful consideration of implementation chal-
lenges and system integration is necessary to fully realize 
these benefits. 

5.1 Performance Comparison between the 
STC-OFDM-MIMO (Non-Cooperative) 
Scheme and the DSTC-OFDM-MIMO 
(Coded-Cooperative) Scheme with and 
without Jamming over AWGN Channel 
In this subsection, we present the BER performance 

comparison of the STC-OFDM-MIMO scheme for non-
cooperative communication and the DSTC-OFDM-MIMO 
scheme for coded-cooperative communication over AWGN 
channel under non-jamming and jamming environments, as 
shown in Fig. 5(a). The simulation results reveal that the 
DSTC-OFDM-MIMO scheme outperforms the STC-
OFDM-MIMO scheme over the AWGN channel with the 
BPSK modulation technique under both non-jamming and 
jamming environments for the entire SNR range under 
consideration. The BER curves also show that the perfor-
mance gain of the DSTC-OFDM-MIMO scheme at 
BER ≈ 3 × 10−6 over the STC-OFDM-MIMO scheme is 
0.5 dB without jamming. Furthermore, the BER curve with 
jamming J/S = 23 dB shows that the performance gain of 
the DSTC-OFDM-MIMO scheme at BER ≈ 3 × 10−6, over 
the STC-OFDM-MIMO scheme is 0.3 dB. The better per-
formance of the DSTC-OFDM-MIMO scheme over the 
STC-OFDM-MIMO scheme is due to the path diversity 
provided by the relay node. 

We have also compared the bit error performance of 
both the proposed MIMO schemes with that of the corre-
sponding SA schemes over the AWGN channel. The simu-
lation results reveal that the STC-OFDM-MIMO and 
DSTC-OFDM-MIMO schemes outperform the STC-
OFDM-SA and DSTC-OFDM-SA schemes over AWGN 
channel with BPSK modulation technique under both non-
jamming and different jamming environments for the entire 
SNR range under consideration. The BER curves also show 
that the performance gain of the STC-OFDM-MIMO and 
DSTC-OFDM-MIMO schemes at BER ≈ 3 × 10−6 over the 
STC-OFDM-SA and DSTC-OFDM-SA schemes is 1.2 dB 
and 0.8 dB without jamming respectively. Moreover, the 
BER curves with jamming J/S = 23 dB show that the per-
formance gain of the STC-OFDM-MIMO and DSTC-
OFDM-MIMO schemes at BER ≈ 1 × 10−5 over the STC-
OFDM-SA and DSTC-OFDM-SA schemes is 1.1 dB and 
0.7 dB respectively. Furthermore, the performance of the 
STC-OFDM-SA scheme with jamming J/S = 23 dB is the 
worst among all the compared schemes over an AWGN 
channel. 
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Fig. 5(a). The BER performances of the STC-OFDM-MIMO 

(Non-cooperative) scheme and the DSTC-OFDM-
MIMO (Coded-cooperative) scheme over AWGN 
channel, with BPSK modulation technique, frame 
length l = 512, No. of frames = 100000 and 5 decoding 
iterations. 

 
Fig. 5(b). The BER performances of the STC-OFDM-MIMO 

(Non-cooperative) scheme and the DSTC-OFDM-
MIMO (Coded-cooperative) scheme over AWGN 
channel, with different modulation techniques (BPSK, 
4-QAM and 16-QAM), frame length l = 512, No. of 
frames = 100000 and 5 decoding iterations. 

In Fig. 5(b) the BER performance comparison of the 
STC-OFDM-MIMO scheme for non-cooperative commu-
nication and the DSTC-OFDM-MIMO scheme for coded-
cooperative communication is presented over the AWGN 
channel under non-jamming and jamming environments 
with different modulation techniques, namely BPSK,  
4-QAM and 16-QAM. The simulation results reveal that 
the BPSK modulation technique performs better in terms of 
BER for both the STC-OFDM-MIMO and DSTC-OFDM-
MIMO schemes. However, in terms of BW efficiency, the 
16-QAM modulation technique is better as compared to 
BPSK and 4-QAM modulation techniques. Furthermore, 

the performance of the STC-OFDM-MIMO scheme with 
16-QAM modulation technique and jamming J/S = 23 dB, 
is the worst among all the compared schemes over 
an AWGN channel. 

5.2 Performance Comparison between the 
STC-OFDM-MIMO (Non-Cooperative) 
Scheme and the DSTC-OFDM-MIMO 
(Coded-Cooperative) Scheme with and 
without Jamming over Single-path Fast 
FSRF Channel 
This subsection presents the BER performance com-

parison of the STC-OFDM-MIMO scheme for non-
cooperative communication and the DSTC-OFDM-MIMO 
scheme for coded-cooperative communication over single-
path fast FSRF channel under non-jamming and jamming 
environments, as shown in Fig. 6. The simulation results 
show that in the low SNR region, the STC-OFDM-MIMO 
scheme performs almost similar to the DSTC-OFDM-
MIMO scheme, however, in the high SNR region the 
DSTC-OFDM-MIMO scheme outperforms the STC-
OFDM-MIMO scheme by a gain of 0.5 dB at 
BER ≈ 1 × 10−5 over single-path FSRF (fast-fading) chan-
nel without jamming. Similarly, the DSTC-OFDM-MIMO 
scheme outperforms the STC-OFDM-MIMO scheme by 
a gain of 0.5 dB at BER ≈ 1 × 10−5 over the aforementioned 
channel with jamming J/S = 23 dB.  

We have also compared the bit error performance of 
both the proposed MIMO schemes with that of the corre-
sponding SA schemes over a single-path fast FSRF chan-
nel. The simulation results reveal that the STC-OFDM-
MIMO and DSTC-OFDM-MIMO schemes clearly outper-
form the STC-OFDM-SA and DSTC-OFDM-SA schemes 

 
Fig. 6. The BER performances of the STC-OFDM-MIMO 

(Non-cooperative) scheme and the DSTC-OFDM-
MIMO (Coded-cooperative) scheme over single-path 
fast FSRF channel, with BPSK modulation technique, 
frame length l = 512, No. of frames = 100000 and 5 
decoding iterations. 
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by a significant margin over single-path fast FSRF channel 
with BPSK modulation technique under both non-jamming 
and jamming environments for the entire SNR range under 
consideration. The BER curves show that the BER perfor-
mance of STC-OFDM-SA and STC-OFDM-MIMO 
schemes both at the SNR of 3 dB without jamming is 
2.5 × 10−1 and 1.2 × 10−4 respectively. Moreover, the BER 
performance of STC-OFDM-SA and STC-OFDM-MIMO 
schemes both at the SNR of 3 dB with jamming 
J/S = 23 dB is 3 × 10−1 and 2.5 × 10−4 respectively. It is also 
observed from the BER curves that the BER performance 
of DSTC-OFDM-SA and DSTC-OFDM-MIMO schemes 
both at the SNR of 3 dB without jamming is 2 × 10−1 and 
4 × 10−5 respectively. Moreover, the BER performance of 
DSTC-OFDM-SA and DSTC-OFDM-MIMO schemes both 
at the SNR of 3 dB with jamming J/S = 23 dB is 3 × 10−1 

and 9 × 10−5 respectively. Furthermore, it is evident from 
the simulation results that the performance of the STC-
OFDM-SA scheme with jamming J/S = 23 dB, is the worst 
among all the compared schemes over a single-path FSRF 
(fast-fading) channel. 

5.3 Performance Comparison between the 
STC-OFDM-MIMO (Non-Cooperative) 
Scheme and the DSTC-OFDM-MIMO 
(Coded-Cooperative) Scheme with and 
without Jamming over Single-path Slow 
FSRF Channel 
This subsection presents the BER performance com-

parison of the STC-OFDM-MIMO scheme for non-
cooperative communication and the DSTC-OFDM-MIMO 
scheme for coded-cooperative communication over single-
path slow FSRF channel under non-jamming and jamming 
environments, as shown in Fig. 7. The simulation results 
show that in the low SNR region, the STC-OFDM-MIMO 
scheme performs almost similar to the DSTC-OFDM-
MIMO scheme, however, in the high SNR region the 
DSTC-OFDM-MIMO scheme outperforms the STC-
OFDM-MIMO scheme by a gain of almost 4 dB at 
BER ≈ 2 × 10−4 over single-path FSRF (slow-fading) chan-
nel without jamming. Similarly, the DSTC-OFDM-MIMO 
scheme outperforms the STC-OFDM-MIMO scheme by 
a gain of almost 6 dB at BER ≈ 2 × 10−4 over the aforemen-
tioned channel with jamming J/S = 23 dB.  

We have also compared the bit error performance of 
both the proposed MIMO schemes with that of the corre-
sponding SA schemes over a single-path slow FSRF chan-
nel. The simulation results reveal that the STC-OFDM-
MIMO and DSTC-OFDM-MIMO schemes clearly outper-
form the STC-OFDM-SA and DSTC-OFDM-SA schemes 
by a significant margin over single-path slow FSRF chan-
nel with BPSK modulation technique under both non-
jamming and jamming environments for the entire SNR 
range under consideration. The BER curves show that the 
BER performance of STC-OFDM-SA and STC-OFDM-
MIMO schemes both at the SNR of 10 dB without jam-
ming is 5 × 10−2 and 2 × 10−4 respectively. Moreover, the 

 
Fig. 7. The BER performances of the STC-OFDM-MIMO 

(Non-cooperative) scheme and the DSTC-OFDM-
MIMO (Coded-cooperative) scheme over single-path 
slow FSRF channel, with BPSK modulation technique, 
frame length l = 512, No. of frames = 100000 and 5 
decoding iterations. 

BER performance of STC-OFDM-SA and STC-OFDM-
MIMO schemes both at the SNR of 10 dB with jamming 
J/S = 23 dB is 1 × 10−1 and 4.5 × 10−4 respectively. It is 
also observed from the BER curves that the BER perfor-
mance of DSTC-OFDM-SA and DSTC-OFDM-MIMO 
schemes both at the SNR of 10 dB without jamming is 
4 × 10−2 and 3 × 10−5 respectively. Moreover, the BER 
performance of DSTC-OFDM-SA and DSTC-OFDM-
MIMO schemes both at the SNR of 10 dB with jamming 
J/S = 23 dB is 9 × 10−1 and 7 × 10−5 respectively. Further-
more, it is evident from the simulation results that the per-
formance of the STC-OFDM-SA scheme with jamming 
J/S = 23 dB, is the worst among all the compared schemes 
over a single-path FSRF (slow-fading) channel. 

5.4 Performance Comparison between the 
STC-OFDM-MIMO (Non-Cooperative) 
Scheme and the DSTC-OFDM-MIMO 
(Coded-Cooperative) Scheme with and 
without Jamming over Multipath FSRF 
Channel 
This subsection presents the BER performance com-

parison of the STC-OFDM-MIMO scheme for non-
cooperative communication and the DSTC-OFDM-MIMO 
scheme for coded-cooperative communication over multi-
path FSRF channel with 9 taps under non-jamming and 
jamming environment, as shown in Fig. 8. The simulation 
results show that in the low SNR region, the STC-OFDM-
MIMO scheme performs almost similarly to the DSTC-
OFDM-MIMO scheme, however, in the high SNR region 
the DSTC-OFDM-MIMO scheme outperforms the STC-
OFDM-MIMO scheme by a gain of 0.5 dB at 
BER ≈ 1 × 10−5 over multipath FSRF channel without 
jamming. Similarly, the DSTC-OFDM-MIMO scheme 
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outperforms the STC-OFDM-MIMO scheme by a gain of 
0.6 dB at BER ≈ 2 × 10−5 over multipath FSRF channel for 
both jamming scenarios, i.e., J/S = 13 dB and 23 dB. For 
the worst-case jamming scenario, we have considered 
a wideband constant jamming source with the intensity of 
jamming signals to simulate the highest level of adversarial 
attack (i.e., J/S = 33 dB) over multipath FSRF (slow-
fading) channel [50]. Under this worst-case jamming sce-
nario with jamming J/S = 33 dB, the DSTC-OFDM-MIMO 
scheme outperforms the STC-OFDM-MIMO scheme by 
a gain of 0.7 dB at BER ≈ 2 × 10−3 over the stated channel 
model. Moreover, the better BER performance of both the 
proposed MIMO schemes over multipath FSRF channel as 
compared to single-path FSRF channel is due to the use of 
the OFDM technique which helps mitigate the impact of 
the FSRF, providing more reliable wireless communica-
tion.  

We have also compared the bit error performance of 
both the proposed MIMO schemes with that of the corre-
sponding SA schemes over a multipath FSRF channel. The 
simulation results reveal that the STC-OFDM-MIMO and 
DSTC-OFDM-MIMO schemes clearly outperform the 
STC-OFDM-SA and DSTC-OFDM-SA schemes by 
a significant margin over multipath FSRF channel with 
BPSK modulation technique under both non-jamming and 
jamming environments for the entire SNR range under 
consideration. The BER curves show that the BER perfor-
mance of STC-OFDM-SA and STC-OFDM-MIMO 
schemes both at the SNR of 3 dB without jamming is 
6 × 10−2 and 8 × 10−5 respectively. Moreover, the BER 
performance of STC-OFDM-SA and STC-OFDM-MIMO 
schemes both at the SNR of 3 dB with jamming 
J/S = 23 dB is 7 × 10−2 and 2 × 10−4 respectively. It is also 
observed from the BER curves that the BER performance 

 
Fig. 8. The BER performances of the STC-OFDM-MIMO 

(Non-cooperative) scheme and the DSTC-OFDM-
MIMO (Coded-cooperative) scheme over multipath 
FSRF channel with 9 taps, under different jamming 
scenarios with BPSK modulation technique, frame 
length l = 512, No. of frames = 100000 and 5 decoding 
iterations. 

of DSTC-OFDM-SA and DSTC-OFDM-MIMO schemes 
both at the SNR of 3 dB without jamming is 5.5 × 10−2 and 
3 × 10−5 respectively. Moreover, the BER performance of 
DSTC-OFDM-SA and DSTC-OFDM-MIMO schemes at 
the SNR of 3 dB with jamming J/S = 23 dB is 7 × 10−2 and 
7 × 10−5 respectively. Furthermore, it is evident from the 
simulation results that the performance of the STC-OFDM-
SA scheme with jamming J/S = 33 dB, is the worst among 
all the compared schemes over multipath FSRF channel. 

6. Conclusion 
In this research paper, an effective and innovative AJ 

technique based on the DSTC-OFDM scheme incorporated 
with Alamouti STBC-MIMO (2×2) antennas is proposed 
for a coded-cooperative wireless communication system 
under wideband noise jamming environment. The TCS is 
highly appropriate to be used in a typical cooperative 
communication framework. Therefore, the proposed 
scheme based on DTCs is effectively extended in coded-
cooperative wireless communication system. As an appro-
priate benchmark for comparison and to validate the effec-
tiveness of our proposed distributed scheme, a conventional 
STC-OFDM scheme with Alamouti STBC-MIMO (2×2) 
antennas has also been simulated and analyzed for non-
cooperative wireless communication system under the 
same circumstances and noise jamming environment. 
Moreover, both the proposed MIMO schemes are com-
pared with the corresponding SA schemes. In addition to 
BPSK modulation, both the proposed schemes have also 
been simulated and analyzed for higher-order modulation 
techniques, such as 4-QAM and 16-QAM. Soft-
demodulators are employed along with the JISISO-MIMO 
(Turbo) decoding technique at the destination node for the 
proposed DSTC-OFDM scheme incorporating STBC-
MIMO (2×2) antennas.  

The Monte Carlo simulation results reveal that the 
DSTC-OFDM-MIMO scheme with Alamouti-STBC (2×2) 
antennas clearly outperforms the STC-OFDM-MIMO 
(non-cooperative) scheme by a gain that ranges between 
0.5–6 dB for different jamming scenarios with J/S = 23 dB 
in the high SNR simulated region under the same condi-
tions, i.e., the code rates Rc = 1/3 and data frame lengths 
l = 512 bits for both the proposed MIMO schemes. Howev-
er, in the low SNR simulated region, the STC-OFDM-
MIMO scheme shows similar performance as the DSTC-
OFDM-MIMO scheme, under identical conditions. It is 
also evident from the Monte Carlo simulation results that 
the DSTC-OFDM-MIMO scheme achieves significant 
coding gain over the STC-OFDM-MIMO scheme over the 
slow FSRF channel as compared to the fast FSRF channel. 
Furthermore, the proposed distributed scheme with STBC-
MIMO (2×2) antennas incorporates both cooperative diver-
sity gain as well as coding gain. The bit error performance 
of the proposed DSTC-OFDM-MIMO scheme in coded-
cooperation can further be enhanced by employing multiple 
relays. Moreover, massive MIMO antennas can be de-
ployed at the destination node to further minimize the BER, 
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at the cost of increased hardware complexity and computa-
tional requirements. 
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