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Abstract.  The combination of reconfigurable intelligent
surface (RIS) with the unmanned aerial vehicle (UAV) and
the non-orthogonal multiple access (NOMA) has emerged as
a promising technology in the sixth generation (6G) network.
However, UAV downlinks are susceptible to potential eaves-
dropping attacks due to the open and broadcasting nature of
wireless channels. In addition, transmitting information with
infinite blocklength (IBL) is impractical in 6G applications.
In this paper, we propose a secure RIS-assisted UAV com-
munication system based on NOMA with finite blocklength
(FBL) transmission. To maximize the average secrecy rate
for all ground users under the mobility and power constraints
of the UAV, we jointly optimize the phase shift of the RIS,
the trajectory, the transmit power of the UAV, and the user
scheduling. To solve the formulated non-convex problem,
we first transform the optimization problem into four convex
sub-problems, i.e., phase shift optimization, trajectory opti-
mization, transmit power optimization, and user scheduling
optimization. Then, an iterative algorithm is developed based
on the successive convex approximation (SCA) to solve the
four sub-problems. Numerical results show that the average
secrecy rate for all ground users achieved with the proposed
algorithm is higher than that achieved with the traditional
algorithms.
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1. Introduction

In recent years, unmanned aerial vehicles (UAVs) have
been widely used in commercial and military applications due
to their flexibility, cost-effectiveness, and application diver-
sity [1], [2]. Especially, to satisfy the high quality of service
(QoS) requirements under explosive data growth, the appli-
cations of UAV's with wireless communications have become
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an inevitable trend in the Sth generation (5G) and 6th gener-
ation (6G) network [3], [4]. On the one hand, UAVs can act
as aerial relays or base stations (BSs) to improve coverage
and capacity [5]. On the other hand, UAVs can be utilized
as mobile terminals within cellular networks under special
situations, such as entertainment, disaster relief, and military
actions [6], [7]. However, since the open and broadcasting
nature of wireless channels, UAV communication links are
susceptible to potential eavesdropping attacks, leading to in-
formation leakage [8]. Moreover, due to the mobility and
load limitation of UAVs, the security strategies in cryptog-
raphy are not necessarily applicable to UAV-aided wireless
networks [9].

Reconfigurable intelligent surface (RIS), which is com-
posed of many low-cost passive reflective elements, has been
recently proposed to solve the above physical layer security
(PLS) problem [10], [11]. As a promising technology in
the 6G network, RIS can reconfigure the wireless propaga-
tion environment and improve the quality of communica-
tions [12], [13]. The authors of [14] proposed a RIS-assisted
directional modulation network, where each node is con-
figured with multiple antennas. The secrecy rate was sig-
nificantly enhanced with the assistance of RIS. However,
reference [14] considered the scenario without the UAV.
Moreover, in [15], a joint optimization algorithm was pro-
posed to maximize the secrecy rate of the legitimate link
in a single-user communication system aided by RIS. Fur-
thermore, in [16], [17], multiple-user communication was
considered and a RIS was utilized in the UAV networks to
enhance communication security. However, there are few
researches reported on the non-orthogonal multiple access
(NOMA) techniques in RIS-assisted UAV networks.

Recently, the combination of the UAV and NOMA to
cope with massive connectivity and high-speed transmis-
sion has received intensive attention [18]. NOMA has the
advantages of high spectral efficiency, dense coverage, and
high fairness [19]. The core idea of NOMA is to adopt
superposition coding (SC) at the transmitters, and succes-
sive interference cancellation (SIC) at the receivers. For
instance, reference [20] optimized the resource allocation,
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the 3D trajectory design of the UAV, and the phase shift of
the RIS jointly to minimize the average total power consump-
tion in an IRS-assisted UAV-NOMA communication system.
Furthermore, reference [21] investigated the RIS-enhanced
multi-UAV NOMA networks to obtain the maximum sum
rate of all users via jointly optimizing the 3D placement and
transmit power of UAVs, the reflection matrix of the RIS, and
the NOMA decoding orders. However, references [20], [21]
ignored the impact of the RIS for PLS in the UAV-aided
NOMA communication system.

Moreover, in multiple user communications, we often
assume that the transmitted confidential information (CI) has
infinite blocklength (IBL), which is unrealizable in prac-
tice [22]. In addition, to facilitate trajectory design, the flight
period of the UAV is generally discretized into N time slots,
with the duration of each time slot assumed to be sufficiently
small to improve accuracy that can be significantly influenced
by transmitting CI with IBL [23]. Furthermore, to support the
new service type of ultra-reliable and low latency communi-
cations in 5G and 6G cellular systems, packet transmissions
with finite blocklength (FBL) are widely used in various ap-
plications [24]. For example, reference [25] analyzed the
system performance in a RIS-assisted UAV-IoT communi-
cation system with FBL codes. Even though much of the
research has been focused on RIS-assisted UAV-NOMA net-
works, the PLS of RIS-assisted UAV-NOMA networks in the
case of FBL transmission is still a challenging problem.

In this paper, we propose a novel secure RIS-assisted
UAV-NOMA communication system, where a RIS is de-
ployed to assist a UAV in transmitting CI with FBL to le-
gitimate ground users in the presence of eavesdroppers. To
maximize the average secrecy rate of all ground users, we
propose an optimization algorithm by jointly optimizing the
phase shift of the RIS, the trajectory, the transmit power of the
UAV, and user scheduling. The contributions of this paper
are listed as follows:

* We propose a secure RIS-assisted UAV-NOMA com-
munication system adopting FBL transmission, where
a UAV assisted by a RIS is used to transmit confidential
messages to legitimate ground users in the presence of
eavesdroppers.

» To maximize the average secrecy rate of ground users,
we propose a joint optimization algorithm constrained
to the mobility and transmit power of the UAV to op-
timize the phase shift of the RIS, the trajectory, the
transmit power of the UAV, and the user scheduling.

e We formulate the optimization problem into four non-
convex sub-problems, which are then transformed into
four convex sub-problems by employing Taylor’s first-
order approximate expansion.

e We design an iterative algorithm by using successive
convex approximation (SCA) to solve the approximate
optimal solutions of the four sub-problems.

The remainder of this paper is organized as follows. In
Sec. 2, the system model of secure RIS-assisted UAV-NOMA
communication systems with FBL transmission is described.
Then, the optimization problem is formulated. In Sec. 3, we
decompose the formulated problem into four sub-problems
and solve them via the developed alternating iterative algo-
rithm. The numerical results are presented in Sec. 4, and
Section 5 concludes this paper.

2. System Model

Asillustrated in Fig. 1, we consider a RIS-assisted UAV-
NOMA communication system, where a UAV, denoted as
Alice, transmits messages to K ground users, denoted as
Bobs, under the potential eavesdropper, denoted as Eve. In
this scenario, Eve tries to intercept the communication be-
tween the UAV and the legitimate users. The UAV, the Eve,
and K ground users are equipped with one antenna. Since
the obstacles around ground users will affect the communi-
cation quality between the UAV and users, a RIS consisting
of M reflecting elements, is deployed as a relay on the sur-
face of a tall building to reflect UAV signals to users. In
general, the controller on the RIS is directly connected to
the UAV via a service channel. The UAV can transmit the
location information obtained by its equipped sensors to the
RIS controller timely over a service channel. Different from
the conventional RIS-assisted UAV secure communication
system, the proposed model considers the situation of CI
possessing FBL. We use a three-dimensional (3D) cartesian
coordinate system, where RIS, Eve, and users are situated
on the ground plane at a height of 0, and their respective
coordinates can be defined as ¢r = [xr, yr]T, ge = [Xe, yel s
and gy = [xk, ye]T. k(1 < k < K).

Define the trajectory of UAV as g (1) = [x (¢),y (¢) , H]
with flight period T (s), where 0 < ¢ < T, and H (m) repre-
sents the minimum flight altitude of the UAV that required
for realistic safety. T is divided into N equal time slots, e.g.,
T = Nd,, where d; denotes the duration of each time slot.

UAV-User link
— — — UAV-Eve link

UAV-RIS link
————RIS-User link

= = — —RIS-Eve link

Fig. 1. Secure RIS-assisted UAV-NOMA communication sys-
tem with FBL transmission, where the UAV transmits
confidential messages to Users in the presence of the po-
tential Eve, and RIS is deployed on the surface of the tall
building to reflect the signals from the UAV to Users.
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The length of d; is chosen to be sufficiently small so that
the location of the UAV can be considered unchanged
within each time slot. Consequently, the trajectory of the
UAV during the n-th time slot can be defined as g [n] =
[x (n),y(n),H]T,1 < n < N, and the horizontal trajectory
can be expressed as ¢ [1] = [x (n),y (n)]".

The maximum flight speed of the UAV is defined as
Vmax [M/s]. Thus, the maximum distance that the UAV can
fly in a time slot is D = vyud;. Suppose the UAV flies
from an initial location g = [xo, yo, H]" to an final location
qs = [x¢, ¢, H]T. Then, the UAV mobility constraint after
discretization can be expressed as

lg[n+1]=qnlll < vmaxd, n=12,....N-1, (1)

and
q[1] =qo0, ¢q[N]=gqr. 2

2.1 Channel Model

InFig. 1, the links from the UAV to ground nodes are as-
sumed to be line-of-sight (LoS) channels following the free-
space path loss model. Therefore, at n-th time slot, /i [n] is
the channel gain between the UAV and the k-th user. A, [n] is
the channel gain between the UAV and the Eve. Both Ay [n]
and he [n] can be expressed by hy [n] ,¥ € {k, e}, which
can be given by

e Ll = pd _Jm+m

where g is the channel gain at the reference dis-
tance dyp = 1m, and the distance is dy[n] =

\/(X [n] = x¢)? + (y [1n] — yw)* + H? at n-th time slot.

Similarly, the channel gain from the UAV to RIS at n-th
time slot can be described as

hy [n] =wl,3d52 [n] [1 e —i%icos(gl n]AoA)

_J ZUM~1)cos(g[n AoA)]

- qwll’ ©

“)

where A and [ are the carrier wavelength and the reflector
spacing, respectively; cos (¢ [n]' Ao ) is the cosine of the an-
gle of arrival (AoA) from UAV to RIS at n-th time slot.

Due to the presence of obstacles, the links from the RIS
to users and Eve are assumed to be non-line-of-sight (NLOS)
channels. Thus, the channel gain can be expressed as

he [n] = Bdg X [n] [1 e ~i%fLeos(ol ”JAoD)
&)

e_jle”l(M—l)COS(‘P[n]goD):IT’ ® e {g,w}

where hg [n] is the channel gain between the RIS and the
k-th user and hy, [n] is the channel gain between the RIS and
Eve. y denotes the path loss exponent; dg [1] is the distance

between the RIS and the k-th user or the Eve; cos ((p [n] foD)

is the cosine of the angle of departure (AoD) from RIS to
k-th user or Eve at n-th time slot.

Therefore, in the n-th time slot, the signal ry [n] re-
ceived at k-th user consists of the signal sent directly by
the UAV and the signal reflected by the RIS, which can be
given by

ri [n] = (hk (1] + he[n]O [n] hy [n]) vVp [nlxi [n] +
Ni [n]

(6)

where © [n] = diag {el11"], ei®%(n] _ eiOmIn]} g the diag-
onal matrix of the RIS; 0,, [n] € [0,2x] ,m = {1,2,...,M}
denotes the phase shift of the m-th reflecting elements at
n-th time slot; py [n] is the transmit power of the UAV and

xi [n] is the signal sent by the UAV to k-th user at n-th time

slot; Ni [n] is the noise signal at the k-th user following the
complex Gaussian distribution CN(0, o2).

Considering the limitation of the average power and
peak power [26], the transmit power constraints are given by

1 N
— > pln] <P, @)
2
and
0<pln] < Ppeak )]

where P and Ppeax are the average and peak transmit power,
respectively. Taking into account the validity of condition (7),
we stipulate that P < Ppeax. Since NOMA is adopted, all
ground users can simultaneously be served with different
frequency allocation levels. In this model, the UAV acts
as a transmitter and employs SC to multiplex users. Addi-
tionally, SIC is utilized to detect the signals transmitted by
different user receivers in ascending order of their respective
channel gains. Therefore, the user signals with low channel
gains are treated as interference to those with high chan-
nel gains. For simplicity, the variable ay ; [n] € {0,1} is
introduced. We define the k-th user as Uy, ax ; [n] = 1
indicates that U; signal is considered as interference when
decoding Uy signal since Uy has a better channel gain, oth-
erwise o, ; [n] = 0. Accordingly, ax_; [n] can be described

as
Ak, j [n] € {09 1}’ (9)

and

o i [n] (B2 +11q 1] = al?) < B2 + lg [n] - . 10)

Specifically,
@ik [n] =0, (11)

and
ag,j[n]+ajr[n] =1,Vk #j. (12)

Equation (11) denotes that the UAV should not consider
Uk signal as interference when decoding Uy signal. Equa-
tion (12) avoids the situation where two different users are
considered as strong or weak users simultaneously.



RADIOENGINEERING, VOL. 33, NO. 4, DECEMBER 2024

529

According to [27] and [28], if the total ground interfer-
ence is contained in Gaussian noise, the lower bound on the
secrecy rate in bits per channel use (BPCU) at n-th time slot
can be approximated as

Rsec [Rk +R [ ]
_DL (‘99 6)]

Re [n] = Ry [n]

13)

where [x]* = max {x,0}. Ry [n] (b € {k,e,g,w}) is ex-
pressed as

Ry [n] = log, [ 1+ —2lrdieln]
Z nkjp[njh, [n]+o2
/= (14)
=log, |1+ plnlhy(n]
1+Z ayjplnlh;n]
where hy, [n] = hl"r[zn ], o2 represents the Gaussian noise

variance in the transmission channel; and when b = g,w,
p (n] = p [n] (he[n"© [n] Ay [n]).
In (13), D1 (&, §) can be given by

-1 Ve[n
e~ 2 (L

Q '(s) Veln] Vyln]

2 (\/ L TN L )

where L is defined as the block length, Q! (x) is the inverse

[os] tz
of the Gaussian function Q (x) £ fx ﬁe‘Tdt, £ and 6 re-

fer to the decoding error probability at users and the informa-
tion leakage at Eves, respectively. V, [n] (b € {k,e, g, w})
as the channel dispersion of the ground users and Eves at n-th
time slot can be given by

15)

-2
p [n] hp [n]
K

1+ Zl ag;p [n] izj [n]
j=

Vplnl=1-|1+

(16)

Note that in the case of FBL transmission, Dy (&, 0)
in (13) can be interpreted as penalties affecting the secrecy
rate.

2.2 Problem Formulation

In this section, we formulate a joint optimization prob-
lem under the mobility constraint and the transmit power
constraint of the UAV to maximize the average secrecy rate
of all ground users by optimizing the phase shift of the RIS,
the trajectory, the transmit power of the UAV, and the user
scheduling.

Given the influence of FBL on the decoding error prob-
ability at users, the optimization problem is formulated as

1 N K
(P1) max = > > Ree [n] (1-2), (17)
n:l k=1
S.t.
llg [n+1] = g [n]ll £ Vmaxds, (18)
g [1] = g0, 9 [N] = gF, (19)
1 _
N le [n] < P, (20)
0<pln] < Ppeak 2D
O [n] € [0,27] ,m ={1,2,..., M}, (22)
ax,; [n] € {0,1}, (23)
akk [n] =0, (24)
agj[n]+ajk[n] =1,Vk # j, (25)
ax,j [n] (H2 + llg [n] = qull?) < B2 +[jg [n] = g,
Vk # j
(26)
where A = {a’k,]’ [n],Vk,j,n}, P = {p[n].,Vn}, Q =

{q [n],VYn}, and ©® = {6,, [n],Ym,n}. In (17), p [n] can
be set to 0 if Ry [1] < O at n-th time slot, and then, Ry [7]
increase towards O with satisfying (7) and (8). Consequently,
the operation denoted by [x]* can be removed. Note that (P1)
is difficult to solve directly. In order to facilitate processing
(P1), we introduce the slack variables U, = {u; [n],Vn}
and Z,, = {zp [n],VYn}, b € {k,e, g,w}. Then, (P1) can be
reformulated as

1 N K
P2 —
( )Q,P,}‘I’lg?}]b,zb N Z Z

(1-¢), 27)
n=1 k=1
s.t. (18)—(26)
uo [n] p [ By [m] 28)
1+ Zak]p[n]  [n]
A

2 nl 2 1= +up[n])72 (29)
zp[n] 20 (30)

where R [n] in (27) is given by

Ryec [n] = log, (1 +uy [n]) —log, (1 + ue [n])
+1og, (1 +ug [n]) —log, (1 +uy [n])
0 (e) an)
VLIn2
0! (8)
VLIn2

(Zk [n] +Zg ])

= (ze [n] + 2w [n])



530 D. ZHAO, L. HU, W. XIONG, ET AL., ON OPTIMIZATION OF RIS-ASSISTED SECURE UAV-NOMA ...

where (P1) becomes simple to cope with due to (28). Equa-
tions (29) and (30) ensure the stable performance of the it-
erative algorithm proposed below. Furthermore, since (28)
and (29) hold with equality at the optimal solution, (P2) is
equivalent to (P1). However, (P2) is non-convex and difficult
to solve, and (28) and (29) are also non-convex. Therefore,
we propose an iterative algorithm to decompose (P2) into
three subproblems, which are then transformed into convex
problems to obtain the solution of (P2).

3. Iteration Algorithm

The proposed optimization problem (P2) is non-convex
and difficult to be solved. Moreover, (P2) contains four main
variables (the phase shift ® of the RIS, user scheduling A,
the trajectory Q, and the transmit power P of the UAV).
Therefore, we decompose (P2) into four subproblems in this
section. First, optimize ©. Second, fix ®, A and P to op-
timize Q. Third, fix ®, Q and A to optimize P. Finally,
fix ®, Q and P to optimize A. The last three optimization
subproblems are solved alternately until convergence.

3.1 Phase Shift Optimization
hg [n]1® [n] hy [n]in (6) can be expressed as

hg [n]"® [n] hy [n] =
B Af ej[”'" )+ 2 10m=1) [cos(elnl} ) —cos (elnlh 0 )] ] (32)

m=1

Jdi2[nld; ¥ [n]

Then, the phase shift of RIS can be denoted by

01 [n] = 6, [n] + 27711 [COS (90 [”]ioD) —cos (¢ [”]quA)]

=9M[n]+27nl(M—1)

. [cos (<p [n]ioD) —cos (¢ [n]ioA)]
=w
(33)
where w = [0, 2n] is the direction to aim. Therefore, the
phase shift of the m-th reflecting element of the RIS can be
expressed as:

Om [1] :ZTHZ (m—1) [cos (¢ [n]%o4) — cOS (go [n]ioD)]

+ w.
(34)
Then, the maximum value can be approximated by the upper

bound of |hg[n]H® [1] Ay [n]|2, which can be obtained by
substituting (34) into (32) and can be given by

g [n]1© [n] hy [n][}

g % JlomimZron=n [eos(otmip)-eos(oln}o,)]]
m=1

\/dgzlnjdg*[nj (35)

2

2
BMel®

di?[n)d; ¥ [n]

M2
= di’[n]dg ¥ [n]”

Thus, the best ©® can be obtained by phase alignment.

3.2 Trajectory Optimization
Given O, A and P, (P2) can be simplified as

RLA.
P N RSCC 1 - .
(P3) max, N Zf ; [n] (1-¢) (36)

s.t. (18), (19), (28)~(30).

Since (28) and (29) are non-convex, (36) is non-convex. Next,
we transform (P3) into a convex optimization problem. Ac-
cording to the trajectory optimization, equation (28) can be
expressed as

ro Py
H2+|q[n]-qil’

1+ g roak,j Pk
i=1 H+||q[n]-qr |

Up [l’l] > 37

where rg = % With the slack variables L, = {l} [n],Vn}
and My, = {my, [n],V¥n},b € {k,e, g, w}, equation (37) can
be rewritten as

Iy [n]

Up [n > (38)
my, [n]
where
P
O >y [n] (39)
H? + |lg[n] = qxll
and K _—
J
+ <myp [n]. (40)
2. H? +||g[n] - qrl®

j=1
Then, equation (38) is convex. However, equations (39)
and (40) are still non-convex. Since the convex function can
be obtained by expanding the first-order Taylor’s formula,
equation (39) can be converted to

roPk 3
H? +|¢[n] - ql?
2(qlnl - q1)" (q [n] = § [n]) roPx @D
: .
(#2+ 11m) - qu?)

With the variable Y, [n] = {yp [n], Vn}, equation (40) can
be transformed to

Iy [n] <

K
1+ ypln] < my [n] (42)
j=1

where
roa,j Pr

>
H2 +||q[n] - q«l?

yp[n]. (43)
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By employing the first-order Taylor expansion, equation (43)
is given by

yo[n]

noa i Pr 2(4[nl-q)"(gln]=g[nDroaxiPr  (44)

= H2|9[n]-qr|? (H2+11g[n]-q %)’ '
Equation (37) is successfully converted to a convex constraint
according to the transformation of (39) and (40). Conse-
quently, given points 2, [n] and i, [n], equation (29) can be
approximated as

27 [n] +22 [n] (zp [n] = 2p [n]) = 1-

(1+dp [n]) 72 +2(1+ 4y [n]) 7> (up [n] = iy [n]) -
(45)

Due to the usage of slack variables my, [r] and [}, [n],
combining (39) and (40), Ry [] can be rewritten as

Rsec [n] = bZk: 10g2 (1 + rZ,;,[nn]]) - Z 10g2 (1 + ’TI”Z[[n’l]])
B [(Zk l+zg[n])Q~ 1(£)+(Zelnl+zwan)Q (6)]

VL1n2
(46)
Therefore, given the points [}, [1] and 71, [n], the first-order
Taylor expansion of (46) can be used to construct the lower
bound of R [n], denoted as R®_  [n].

sec,q

After the above transformations, (P3) can be reformu-
lated as

P4 max — R®
P g 85 0 DD R

n=1 k=1
s.t. (18), (19), (38), (41), (42), (44), (45).

n]l (1-¢), (47)

Hence, (P4) is a convex optimization problem that can
be solved efficiently by optimization tools, such as CVX.

3.3 Transmit Power Optimization

Given 0O, A and Q, the optimization problem (P2) can
be simplified as

(PS) max Z Z Recln](1-¢).  (48)

n=1 k=1
s.t. (20), (21), (28)~(30).

(P5) is non-convex due to the non-convexity of (29).
Similar to the process in Sec 3.2., equation (29) can be con-
verted to (45), and the lower bound of R [1] in (48) that
constructed by employing the first-order approximation is
given by

Rsec [n] Z 2 10g2 1+ M
b=k,g 1+_Z1 axjplnlhjn]
J=
— % [logy (1 +dp [n]) - tellinin)
b=e,w

_ (zk[n]+z5[n]) O (&) +(ze[n]+zw [n]) Q1 (5)
VL1n2

(49)

Thus, (P5) can be approximated as

1 N K
D 2 R, Il (1-2).  (50)

n=1 k=1
s.t. (20), (21), (28), (30), (45).

P6
( ) Prln/fxzb

After transformation, (P6) is convex and can be solved effi-
ciently with CVX.

3.4 User Scheduling Optimization

Given O, P and Q, the optimization problem (P2) can
be simplified as

(P7) max

N K
AUI’Zh ZZ

s.t. (23)-(26), (28)—(30).

n] (1-¢), (5D

Owing to the non-convexity of (26) and (29), (P7) is a non-
convex optimization problem. First, equation (23) is effec-
tively equivalent to

0<ax;n] <1, (52)

N K
and Z Z (ak’j [n]

n=1 k,j

e [n]) <0. (53)

Due to the non-convexity of a?, j [n], equation (53)
remains non-convex. The utilization of the first-order ap-
proximation is impractical in (P7) due to (52) and (53) [29].
By employing slack variable ¢, (P7) can be rewritten as

1
(P8), max 50 ) R [l (1 =) =29, (5
s.t. (24)—(26), (28)—(30), (52)

AN K
when A > 1%, ¢ = Z Z(akj[n]

timal Lagrange multlpher associated with (53). When ¢ =0
at the point of convergence, (P8) is equivalent to (P7) [30].
For any localized point {@y; [n]}, the upper bound of ¢ can
be obtained as

[ ]) A* is the op-

M-
M=

(o In] + @2 [n] =2 [n) o [n])

n=1 k,j
A -
=5
(55)
Till now, equation (26) can be rewritten as
(H>+llgln]-ail+on,)” _
4 . 2
2 (H+llgln]-gl*~ax, :
H? +|q [n] - q,||” + (H+lq = ) Yk # .
(56)
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Both the left and right of (56) are convex with respect to
ak,j [n]. Similar to (55), by employing the first-order ap-
proximation, equation (56) can be reformulated as

2 _ 2
(H2+llq[n]-qk|I*+ax. ;) + (H+llg[n]-qi|l* - ax.;)

4 i
< (Hlgln]—qe|*~dn;) (H2+lgln] ~qe |~ o) (57)

2
+H> + ”q [n] - quZ,Vk #J.

By employing the first-order Taylor expansion, we can con-
struct the lower bound of Ry [1], denoted as R, [n].

Thus, (P7) can be approximated as

1 4 S _
max o N Z ZREC’C,A [n] (1 —&)—A¢, (58)

AUp,Zp, ol

s.t. (24), (25), (28), (30), (45),(52), (57).

(P9)

Therefore, (P9) is a convex optimization problem that can be
solved efficiently with CVX.

3.5 Algorithm Design

In this section, an iterative algorithm based on SCA is
designed to optimize the subproblems alternately with the
optimal phase shift of the RIS. According to the principle
of SCA, in each iteration, the current optimal solution of
each subproblem gradually approaches the solution of (P1).
Details of the algorithm are presented in Algorithm 1. Fur-
thermore, the objective value of (P1) is bounded and non-
decreasing at each iteration, ensuring the convergence of Al-
gorithm 1. However, the iterative algorithm only guarantees
the global solution to the convex optimization problem. With
the processing of the above three subsections, the optimal ob-
jective values of (P4), (P6), and (P9) serve as lower bounds
for (P3), (PS), and (P7), respectively. Due to the first-order
Taylor approximation, which leads to a stringent feasible set,
Algorithm 1 can only obtain a suboptimal solution to (P1).

Algorithm 1. Iterative optimization algorithm.

Initialize {QO,GO,PO,AO, Uz, Zl(j} m = 0, n, number of iterations r = 0
The optimal @ is obtained according to (33)
repeat
Update {Q”' s U;*l s Z{,”} based on (P4)
{e,pr,a",ur, 7).
{vp. 25} = {upr. zp+1}.
Update {P"*!,Uy*!,Z7+!} based on (P6)
{e,om 1, A" U, zr'} .
W z) =16 2L
?g’izg:rﬂ ’{;\HI :gﬁ” Z,ZZ}b } based on (P9)
Update r = r + 1, m = m + 1, ! = min {c 2™, Amax }.
until ¢ < 7, the fraction of the objective value grows below the threshold
value 7.

with  given

with  given

with  given

Moreover, a penalty parameter A is adopted in user
scheduling optimization to cope with (23). To expand the
feasible set, in Algorithm 1, we set A as a sufficiently small
initial value, and then update A stepwise with a constant ¢
until A reaches the corresponding bound Ap.x, guaranteeing
that ¢ — O upon convergence.

4. Numerical Results

In this paper, we have proposed a RIS-assisted UAV-
NOMA communication system with FBL transmission. To
evaluate the performance of the proposed optimization
scheme (denoted as RIS-assisted UAV-NOMA with FBL),
the numerical results are presented in this section. Assume
that there are 3 ground users distributed in one plane simul-
taneously. The parameters are listed in Tab. 1. For com-
parison, six additional benchmark schemes are considered:
RIS-assisted UAV-NOMA with IBL, which serves as a RIS-
assisted UAV-NOMA communication scheme for transmit-
ting IBL packets; RIS-assisted UAV-TDMA with FBL, a RIS-
assisted UAV communication scheme for the transmission
of FBL packets, employing time division multiple access
(TDMA) methodology; UAV-NOMA with FBL, a UAV-
NOMA communication scheme for transmitting FBL pack-
ets; UAV-TDMA with FBL, a UAV-TDMA communication
scheme with FBL transmission. The straight UAV-NOMA
with FBL scheme is a NOMA communication scheme

Parameter Meaning Value
q0s gt Initial position and final position coordinates of the UAV [0, =200, 50]T m, [0, 200, 50]T m
qe Position coordinates of the Eve [90, 501" m
H Altitude of the UAV 100 m
Vinax Maximum speed of the UAV 20 m/s
dy Time slot length 1s
Ppeak Maximum power 20dBm
o? Noise power —60dBm
L Finite block length 400
& Decoding error probability 1073
5 Information leakage 1072
M Number of IRS reflecting elements 30
X Path loss exponent 2.2

Tab. 1. Parameter settings in numerical analysis.
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Fig. 2. Horizontal trajectory of UAV for different schemes at pe-
riod T =45s.
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Fig. 3. Horizontal trajectories of UAVs in different schemes at
period T = 100s.

for FBL transmission without the UAV’s transmit power opti-
mization, and the straight UAV-TDMA with FBL is a TDMA
communication scheme for FBL transmission without opti-
mizing the transmission power of the UAV.

Figures 2 and 3 show the horizontal trajectory of the
UAV at different periods under RIS-assisted UAV-NOMA
with FBL, RIS-assisted UAV-NOMA with IBL, and RIS-
assisted UAV-TDMA with FBL schemes. First, in Fig. 2,
T = 455 is insufficient for the UAV moving to the users.
UAVs only approach users in the three schemes with slightly
different trajectories. In contrast, a more suitable flight pe-
riod is adopted in Fig. 3, which enables the UAV to reach
the location of users. Second, When the UAV travels close
to a user, the NOMA scheme is more alert to Eve than the
TDMA scheme. The differences arise from the fact that ac-
cording to the time resource allocation strategy in TDMA,
the UAV communicates exclusively with the nearest user in
a time slot. Therefore, the UAV can meet the requirement of
the minimum average secrecy rate by moving close to the user
to obtain better channel quality. Consequently, the trajectory
of the UAV in TDMA is bound to be closer to Eve than

2.2
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17 UAV-TDMA with FBL (L=400)
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Fig. 4. Average secrecy rate versus flight periods T under differ-
ent block lengths L.

NOMA, potentially exposing more signals to Eve. How-
ever, after UAV moves away from Eve, the trajectories of all
schemes are similar. Third, We can observe that the trajec-
tories of all three schemes are similar regardless of the ade-
quacy of the flight period. Thus, the proposed RIS-assisted
UAV-NOMA with FBL scheme in this paper effectively har-
monizes user security and fairness, guaranteeing the average
secrecy rate of each user.

Figure 4 demonstrates the average secrecy rate of RIS-
assisted UAV-NOMA with FBL, UAV-NOMA with FBL, and
UAV-TDMA with FBL versus different flight periods 7 and
different block lengths L. First, the average secrecy rate of
the three schemes escalates as T increases. The reason is
that a higher average secrecy rate can be obtained since the
UAV stays longer in the hovering location with a larger 7.
Second, in the same scheme with a given flight period T, the
higher average secrecy rate can be obtained with the larger
L. This is due to the fact that L as the finite block constraint
is located at the denominator of the subtracted number in the
optimization formula, and L has the same monotonic change
trend as the average secrecy rate. Third, the NOMA scheme
outperforms the TDMA scheme due to the change of trans-
mission mode. Furthermore, with the same L, the proposed
RIS-assisted UAV-NOMA with FBL scheme can improve the
average secrecy rate by about 12 to 20 percent compared to
UAV-NOMA with FBL.

Figure 5 illustrates the average secrecy rate versus the
threshold t for different optimization schemes with 7 = 45's
and the transmit power of the UAV Pp,x = 0.1 W. When 7
is relatively low, the average secrecy rate achieved by all
schemes increases rapidly. However, as 7 increases, the
rate of average secrecy rate increment begins to deceler-
ate smoothly. The reason is that when 7 is small, the transmit
power of the UAV gradually increases, leading to a rise in the
secrecy rate. Nevertheless, as 7 creases, the transmit power
is limited by Ppeax to satisfy the maximum power constraint.
Moreover, in conjunction with Fig. 4, the NOMA scheme
consistently achieves a higher average secrecy rate than the
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TDMA scheme under the FBL transmission, which validates
the importance of jointly optimizing the trajectory and trans-
mit power of the UAV. Furthermore, we can observe that
the security performance of the proposed UAV-NOMA com-
munication system has been significantly improved with the
assistance of the RIS.
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Fig. 5. Average secrecy rate versus threshold value for 7 = 455
and Ppax = 0.1W.
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Figures 6 and 7 depict the flight speed of the UAV com-
bined with the trajectory under the RIS-assisted UAV-NOMA
scheme. The speed of the UAV reduces to 0 to transmit more
messages via a better air-to-ground channel when it flies close
to users. First, when T = 100s in Fig. 6, the speed of the
UAV varies with time, hovering in sequential proximity to
users to enjoy the best communication channel. Combined
with Fig. 3, it can be seen that the hovering location is ex-
actly near to users but far away from Eve. Since User 2 is
farthest from Eve, the UAV hovers for the longest time at
t = 45s. Conversely, it hovers for the shortest time around
User 3 being closest to Eve. Therefore, the hovering posi-
tion is a trade-off between communication performance and
security performance. Second, as shown in Fig. 7, when
T = 45, the UAV always flies from the initial to final posi-
tions at the maximum speed with a curved flight path to be
as close as possible to each user in each finite period. Fur-
thermore, from Figs. 6 and 7, we observed that RIS-assisted
UAV-NOMA with FBL and RIS-assisted UAV-NOMA with
IBL exhibit near-identical results in terms of flight speed and
trajectory for UAVs.

5. Conclusions

In this paper, we have proposed a secure RIS-assisted
UAV-NOMA communication system adopting FBL transmis-
sion. To maximize the average secrecy rate, we formulate the
optimization problem to jointly optimize the phase shift of
the RIS, the trajectory, the transmit power of the UAV, and the
user scheduling under the mobility and power constraints of
the UAV. Since the optimization problem is non-convex and
hard to be solved, we have first decomposed the formulated
problem into four sub-problems, i.e., phase shift optimiza-
tion, trajectory optimization, transmit power optimization,
and user scheduling optimization. Then, these four non-
convex sub-problems have been transformed into four convex
sub-problems by utilizing Taylor’s first-order expansion. Fi-
nally, an iterative algorithm based on SCA is designed to solve
the four sub-problems to obtain the sub-optimal solution of
the optimization problem. Numerical results show that the
performance of the proposed joint optimization scheme is
significantly better than the traditional schemes.

Abbreviations

The following abbreviations are used in this manuscript:

¢ Unmanned aerial vehicle (UAV)

* Quality of service (QoS)

* 5th generation (5G)

¢ Base station (BS)

* Reconfigurable intelligent surface (RIS)
* Physical layer security (PLS)

» Eavesdropper (Eve)
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Non-orthogonal multiple access (NOMA)
Superposition coding (SC)

Successive interference cancellation (SIC)
Confidential information (CI)

Infinite blocklength (IBL)

Finite blocklength (FBL)

Successive convex approximation (SCA)
Three-dimensional (3D)

Line-of-Sight (LoS)

Bits per channel use (BPCU)

Time division multiple access (TDMA)
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