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Abstract. This study proposes a covert communication sys-
tem, in which a non-zero-mean normally distributed random
process is used as a carrier, and its mean is modulated by
a Walsh code carrying M covert bits. The number of combi-
nations is so huge that it is difficult for malicious parties to
decode the covert information, even if they are aware of the
existence of the transmitting signal. The received signal is
multiplied at the receiving end with each Walsh code, and the
mean value is computed. The Walsh code corresponding to
the largest mean value is the transmitter’s modulation code,
thus recovering the transmitted covert bits. The system’s
theoretical symbol error rate and bit error rate are derived
under additive white Gaussian noise and quasi-static fading
channels, respectively. Simulation results are very consistent
with the theoretical derivation. Compared with other existing
schemes, the proposed scheme has good security, flexibility,
and BER performance, and is very suitable for IoT devices
with limited resources and low transmission rate but high
concealability requirements.
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1. Introduction

Wireless communication networks have been one of
the important infrastructures of modern society, the carrier of
mobile internet, Internet of Things (IoT), intelligent manufac-
turing, and other information industries. However, wireless
communications are more vulnerable to security threats than
wired counterparts owing to the open nature of wireless chan-
nels [1]. Information security-related problems are increas-
ingly becoming a critical issue that cannot be ignored [2].
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'With the advent of the IoT era, the number of terminal devices
is increasing rapidly, and the issue of protection of private
information closely related to individuals is becoming more
important. While security protection via steganography [3]
or physical-layer security (PLS) [4] has been studied heavily
in the past, users’ privacy concerns have not been fully alle-
viated. For the message encryption at the application layer,
a more complex encryption protocol can be established to
secure the user’s privacy [5]. However, traditional cryptog-
raphy methods for network security cannot solve all security
problems in IoT systems [6], due to the limited resources of
low-cost IoT terminal devices.

Recently, significant efforts have been made to pave the
way for the integration of PLS into contemporary and future
networks [7-10]. The primary motivation for deploying PLS
is its low complexity and ability to provide secure transmis-
sion of information theory, which alleviates the burden of
complexity associated with implementing sophisticated en-
cryption schemes. Unlike cryptographic schemes, the PLS
techniques including channel coding and precoding take full
advantage of the physical characteristics of the wireless chan-
nel (e.g., noise, fading, interference) to obtain secure and
efficient data transmission. The quality of the eavesdropping
channel can be reduced and the security rate of the wireless
communication system can be increased by the precoding
technique, thus providing a lightweight secure transmission
scheme for resource-limited devices by utilizing PLS tech-
nology. Furthermore, many physical-layer sources such as
power allocation, beamforming, and polarization are jointly
optimized to guarantee security while providing excellent
transmission performance. The steganography and PLS can
only hide the information in a confusing order to prevent the
malicious parties from decoding the legitimate information
from the received signals. However, they cannot prevent the
malicious parties from acquiring the transmitted information
by improving their decoding techniques. In many cases, the
mere presence of communications or a change in the way
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they are communicated is enough to arouse the suspicion of
a malicious party and reveal the onset of events [11].

To prevent the communication between legitimate users
from being detected by the malicious party and to ensure the
security of the wireless network, it is recommended to use
covert communication technique [12], also known as low
detection probability. The basis of covert communication
is to hide the covert information in a noisy background, and
covert communication has many practical applications in mil-
itary, national security, and commerce [13], [14]. Research
on IRS-assisted covert communication has been carried out
recently [15-17]. For low-cost IoT devices that won’t be
configured with MIMO RF modules and won’t have the su-
perb computational power to implement deep reinforcement
learning, these solutions may be less appropriate.

Wireless covert channel based on physical layer (WCC-
P) can be categorized into two types: coding-based wire-
less covert channels (C-WCC) and modulation-based wire-
less covert channels (M-WCC) [18]. Currently, research
on WCC-P focuses on constellation-modulated covert chan-
nels belonging to M-WCC, such as “dirty constellation”.
This approach hides the information in “dirty” constellations
that mimic the noise typically caused by hardware defects
and channel conditions [19]. In [20], the authors investi-
gated the optimal non-equiprobable constellations modula-
tion schemes for covert communication systems from a prac-
tical view. The authors investigated the optimal design of
a wireless-powered covert communication (WP-CC) sys-
tem and proposed a probabilistic accumulate-then-transmit
(ATT) protocol to achieve a higher level of covertness in [21].
A random process is used as a carrier and one of the charac-
teristic parameters of the carrier is modulated by a covert bit
for covert communication. The main references in this area
are the following. In [22], [23], the covert bits modulate the
characteristic exponent « or skewness 3 of the alpha-stable
distribution. Xu et al. proposed a covert communication
scheme in [24] where the correlation coefficients of two con-
secutive Gaussian sequences are modulated by a covert bit.
In [25], Xu et al proposed another scheme that utilizes a non-
zero mean Gaussian sequence as a carrier, and they modu-
lated the mean value of the carrier signal with a covert bit.
The main difference between this study and [25] is that this
study allows for multi-bit transmissions, while [25] can only
allow for 1-bit transmissions. The concept of noise modula-
tion (NoiseMod) is introduced in [26] to covert information
transmission.

In this study, we attempt to increase the transmis-
sion rate by transmitting multiple covert bits simultaneously,
while being highly resistant to brute force decryption. Our
main contributions can be summarized as follows:

* A new covert communication method is proposed,
which utilizes a Gaussian noise with a non-zero mean
value of length L as a carrier. The signal of the car-
rier multiplied by the bipolar Walsh code of length L
called the covert signal, presents a Gaussian noise with

a mean value of zero. Gaussian noise is a common
channel noise, therefore, the transmitted covert signal
is indistinguishable from the background noise in terms
of statistical properties. Thus, the eavesdropper cannot
easily detect the presence of the covert transmission.

* The proposed covert communication scheme has good
security. 2™ Walsh codes are selected from the set
of L orthogonal Walsh codes as the modulation code
set for M covert bits, i.e., each Walsh code carries M
covert bits, where 2 « L. This, on the one hand,
makes multi-bit transmission easy to realize. More im-
portantly, on the other hand, the combination of 2
Walsh codes selected from L Walsh codes as the modu-
lation code set is (21;4) By choosing the appropriate M
and L, the number of combinations is very huge, which
makes it more difficult for a malicious party to crack
it through brute force. Furthermore, for different M,
their corresponding covert signals are indistinguishable
both in terms of time-domain waveforms and statisti-
cal properties. In other words, it is very difficult for
an eavesdropper to guess how many bits are contained
in each modulation code.

* The theoretical SER and BER of the system are derived
under additive white Gaussian noise and quasi-static
fading channels, respectively. Extensive simulations
are conducted to evaluate the performance of our pro-
posed covert system’s performance. Simulation results
are very consistent with the theoretical derivation.

The remaining parts of this study are organized as fol-
lows. In Sec. 2, the probability density function (PDF) of
a continuous random variable multiplied by an equiproba-
ble discrete random variable, and the covert communication
system is presented. In Sec. 3, the expression of the mean
estimator and its PDF are derived, as well as the symbol er-
ror rate (SER) and the bit error rate (BER) of the proposed
covert system. In Sec. 4, extensive numerical calculations
and Monte Carlo simulations are presented to evaluate the
performance of the proposed scheme in additive white Gaus-
sian noise (AWGN) channel. In Sec. 5, a conclusion is drawn.

2. Covert Communication Scheme

The idea of this study is to use environmental noise to
mislead and confuse eavesdroppers in determining the pres-
ence or absence of transmitting signals. The eavesdroppers
have no intention of revealing the content in the signals sent
from the transmitter if they are not aware of the transmission
since they assume that the “signals” are merely environmen-
tal noise. Hence, the eavesdroppers will not exploit resources
to tackle the “signals” and the transmitters can well guarantee
their private information.

The environmental noise can be modeled as Gaussian
distributed noise in many wireless communication scenarios,
i.e., the environmental noise obeys the normal distribution
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with zero mean. If the transmitted covert signal is also a noise
obeying a zero-mean normal distribution, the covert signal is
statistically indistinguishable from the environmental noise.
This makes it indistinguishable from eavesdroppers, thus the
purpose of covert transmission can be achieved.

In this section, we first provide a brief review of the PDF
of a continuous random variable multiplied by an equiproba-
ble discrete random variable, then put forward a covert com-
munication system combining non-zero-mean-normally dis-
tributed noise and Walsh spread spectrum code.

2.1 PDF of Mixed Random Variable

Before introducing the proposed covert communication
system, the PDF of a mixed random variable is given in this
subsection. Specially, a non-zero-mean-normally distributed
random variable multiplied by an equiprobable discrete ran-
dom variable can be considered to be normally distributed
with zero mean, under the condition of u < 0.40.

Let H € {+1,—1} be equiprobable discrete random
variable, i.e., Pr(H = +1) = Pr(H = -1) = % Let X be
a non-zero-mean-normally distributed random variable and
its PDF be fx(x), i.e., X ~ N(y,o-cz). Further, H and X
are assumed to be independent of each other. If let § = HX,
then S is a continuous random variable and its corresponding
PDF, fs(s), is given by

f5(8) = 5 (x(s) + (=)
1 1 —ea2) (D)

_ 2
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In this study, « is defined as the ratio of the mean u to the
standard deviation o, of the random variable X, which we
refer to as the mean-to-standard-deviation-ratio (MSR),
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Specifically, when 0 < x < 0.4, fs(s) can be approximated
by

2

S

e 27 3)

1
fs(s) = Voro

where 2 = u? + o2. For a detailed proof process, see [25].
From (3), it can be seen that the random variable S obeys
a normal distribution with zero mean, i.e., S ~ N (0, 0'52).

2.2 Proposed Covert Communication System

Figure 1 shows that the covert bitstream in the proposed
covert communication scheme is modulated by the Walsh
code. Non-zero-mean normally distributed noise is used as
the carrier. The transmitted covert signal exhibits the statis-
tical properties of zero-mean-normally distributed, which is
indistinguishable from the environmental noise. Using the
orthogonality of Walsh coding, a receiver that demodulates
acovert signal using the same Walsh coding as the transmitter
will have the same statistical properties of the demodulated

signal as the transmitter’s carrier, i.e., its mean value is not
zero. Otherwise, the demodulated signal is a Gaussian noise
with zero mean value. At the transmitting end, different
Walsh codes are chosen for different bit streams, i.e., Walsh
codes carry the covert information. At the receiving end,
the mean value of the demodulated signal is used to deter-
mine which Walsh code is used at the transmitting end, thus
achieving the purpose of transmitting covert information.

Non-zero-mean Gaussian random processes of length L
are used as carriers at the transmitter, denoted as X = {X;,i =
0,---,L—1} ~ N(u, o-cz), where L is an integer power of 2
(e.g., L = 1024), u is the mean and a’c2 is the variance of X.
It is well known that there are L Walsh codes in the Walsh
code set of length L, denoted as {H;,i =0,--- ,L—1}. From
which the same 2" Walsh codes (excluding the Walsh code
where all code chips are ‘1°, i.e., Hj) are pre-selected as the
modulation codes by both the transmitting and receiving par-
ties. The set of these Walsh modulation codes is denoted as
{H;,i=0,---,2M — 1}, where M is the length of the trans-
mitted covert bitstream, and satisfies the condition 2™ < L.
The selected set of Walsh modulation codes is a subset of the
entire code set, i.e., {H;} C {H;}. Moreover, the correspon-
dence between H; and H; is agreed upon in advance by the
transmitting and receiving parties.

A M-bit stream, denoted as {b;,i =0,--- ,M — 1}, se-
lects a Walsh code from the modulation codes. The mapping
of the M-bit covert bits to the 2 Walsh codes {H,} can be
agreed upon by the transceiver and the transmitter, either by
natural binary encoding, Gray’s code, or an arbitrary one-
to-one mapping. For simplicity, this study assumes that the
natural binary encoding is used, i.e., the decimal value of the
M-bit covert bits, m, corresponds to the H,,,. The modulation
process at the transmitter is that the covert bitstream {b;} is
mapped to obtain modulation code H,,, € {H;}, which is then
multiplied by the carrier to get the transmitted signal S, i.e.,

SszXXZHm,iXXi, i=0,---,L—-1 4)
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Fig. 1. Block diagram of the proposed communication system.
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where H,, ; is the i-th chip of the Walsh code H,,, and its
value is +1. The signal § is transmitted to the channel. Fur-
thermore, the signal S can be considered to follow a normal
distribution of zero mean under the condition of u < 0.40,
(see (3)). Without loss of generality, assuming that the covert
bits are all ‘0’, the modulation code is chosen to be H, then
the transmitted signal S = HpX.
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(a) Covert bitstreams, m € {0, - - - , oM _ 1}
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(b) Carrier sequence, X ~ N (u, o-cz)
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(c) Transmitted sequence, S ~ N(0, u? + 0'02)
Fig. 2. Covert bitstreams, carriers, and transmitted signals in the

time domain, where M = 2, L = 256, u = 0.4 and
oc.=1.

In the above proposed covert transmitter, the normally
distributed carrier is set to have a mean of 0.4 and a variance
of 1, i.e., u = 0.4,0. = 1. Walsh codes are generated from
comm.WalshCode function in MATLAB, whose parameter
“Index” take values from L/2 to L/2 +2M — 1, correspond-
ing to the covert bitstreams (symbols) 0 to 2 — 1, and whose
parameters “Length” and “SamplesPerFrame” are both set
to L. Comparing subfigures (b) and (c) in Fig. 2, it can
be seen that the carrier sequence has a significant deviation
from 0, while the transmitted sequence after being multiplied
by a Walsh code has an obvious symmetry about 0, which
exhibits the same statistical properties as the environmental
noise. In other words, the mean of the transmitted signal is
still 0, no matter what the bitstream is.

At the receiving end, the received signal is multiplied
with each Walsh code H,,, in the selected Walsh code set { H; }
to obtain 2 demodulated signals Y;. Noting that the trans-
mitter has chosen Hj as the modulation code, it is clear that,
using the orthogonality of Walsh codes, in the case of an ideal
channel, Y} is a stochastic process that is correctly demodu-
lated and Y; (i # 0) is a stochastic process that is incorrectly
demodulated. In particular, under ideal and Gaussian chan-
nels, ¥ is a Gaussian stochastic process with non-zero mean,
and Y; (i # 0) is a Gaussian stochastic process with zero mean.
In this study, assuming that the mean u of the carrier in the
transmitter is greater than 0. Correspondingly, the estimated
value of the mean iy of Yy is greater than 0, and the mean
estimate fi; of Y;(i # 0) is 0. Thus, the Walsh modulation
code corresponding to the maximum value of the output of
all mean estimators is the estimate of the Walsh modulation
code of the transmitter, which recovers the transmitted covert
bit stream.

3. System Performance Analysis

In this section, we will derive the expression of the
mean estimator {/;} and its PDF. Combined with the hard
decision, the SER and BER of the proposed communication
system are obtained.

3.1 Mean Estimator and its PDF

After an additive white Gaussian channel, the received

signal is
R=S+W=HoX+W (5)

where W is the AWGN with zero mean and o’f variance,
ie., W ~ N(0,02). In this study, the signal-to-noise ratio
(SNR), p, is defined as the ratio of the average power of the
transmitted signal to the average power of the additive white
Gaussian noise, i.e.,

o2 wr+o? (1+&%)o?
p=—= = - (6)
o-l'l a-n o-n

Notice that any two Walsh codes in the Walsh code set
are multiplied together to make another Walsh code, i.e.,
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It is possible that H; may not be in the set of the Walsh codes
{H;} chosen by the transmitting and receiving parties, but it
must be in the entire Walsh codes set {#;}. Importantly, this
does not affect the specific derivation process below as well
as the correctness of the conclusions.

By the orthogonality of the Walsh code, it follows that
the demodulated signal, Y; is

XHy + WHy,
XHy + WH;,

i=0,

Y =RH; = XHoH;+WH; = { P40

)]
From (7), we can obtain that XHy = X ~ N(u, O'CZ),
WHy ~ N(0,02), XHi ~ N(0,52) and WH; ~ N(0,c72).
Furthermore, since the stochastic processes X and W are two
Gaussian distributions independent of each other, there are
E[(XHy)(WHy)] = E[X]E[W]E[Hp] = 0 that hold, as well
as E[(XHy)(WH;)] = E[X]E[W]E[H;] = 0, where E[X]
is the expectation of the random variable X. This means that
XHy and WH, as well as XH. and WH;, are independent
of each other. Thus

v o | N a2)+N(0,02) = N(u, 0t +0?2), i=0,
! N(@O,02) + N(0,02) = N(0,02 +?2), i#0.
©)
This means that the output {Y;} at the receiving end obeys
a Gaussian distribution. Moreover, there is
E[YoY;] = E[X?>H,] + E[XWH;] + E[XW HoHi]

) (10)
+E[W2HoH;] = 0 = E[Yo|E[Yi], i # 0

holds, as well as:
E[Y;Y;] = E[(XHi)(XH)] + E[(XH)(WH;)]
+E[(XH;)(WH;)] + E[(WH;)(WH,)] (11)
=0=E[V]E[Y;], i #j #0.

Combining (9), (10) and (11), we get that {Y;} are mutually
independent normally distributed stochastic processes.

Without loss of generality, let o, = 1, and combine (6)
and (9) to get

N (k, ol i=0,

Yi ~ { NEO (pﬁm)wz)) (12)
’ P

In this study, the MSR is taken as 0.2, i.e., k = 0.2. When

the SNR p is varied from —10dB to 30dB, the relative er-

ror between the variance of the correctly demodulated and

incorrectly demodulated stochastic processes is

_var(Y;) —var(Yp) p+1+«?

var(Y; o+ 1)(1+«2
| (21) (o +1)( ) (13)
+ = 2
=1- 1+p<K—</<2=4%.
1 +«? 1+ 2

10 0 10 20 30
SNR(dB)

Fig. 3. Relative error between the variance of the correctly de-
modulated and incorrectly demodulated, when « = 0.2.

For simplicity, it can be seen from Fig. 3 and (13) that
the variance in the case of incorrect demodulation can be
considered as being the same as the variance in the case of
correct demodulation. Therefore, in all the following sec-
tions, we consider var(Yp) to be equal to var(Y;).

For a Gaussian random process ¥; with length L, the
mean of ¥;, fi; is estimated as

L-1
L1 _ [ Ao~ N(k,0?), i=0,
=g 2= { p~ N0, iz0 Y
=
where Y; ; is the j-th sample of ¥;, and the variance of f; is
defined as
s p+l+k?

I (15)

Let fip be the mean-estimated random variable when
correctly demodulated and fi; be the mean-estimated random
variable when incorrectly demodulated, then the decision is
wrong when fig < fi; foralli € {1,---,2M — 1}. Therefore,
the symbol error rate, rg, is defined as

" Mo
rs = Pr (,uo < m_alx {,u,-}) . (16)

We will derive the expressions of the symbol error rate and
the bit rate error in the following subsection.

3.2 SERwhen M =1

We first derive the SER at M = 1. In this case, max; {{; }
simplifies to fi;. Since Yy and Y; are mutually indepen-
dent Gaussian stochastic processes, their mean value esti-
mates fip and f; are also independent of each other, i.e.,
Elfdof1] = E[Ao]E[A1] = 0. Let A = fip — fi1, and since
fip and f; are two Gaussian random variables independent
of each other, then A is also a Gaussian random variable.
Its mean value is the difference between the means of fi
and fi1, and its variance is the sum of their variances, i.e.,
A~ N(k, 20'2). Therefore, we can easily obtain the SER in
this case as
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Pr(A < 0) / " S
rs =Pr(A <0) = e 402 dd4
’ -0 Vdro
1 1 L {an
= —Erfc (L) = —Erfc Kl
2 200/ 2 2\ 1+k2+p

where the complementary error function is defined as
Erfc(z) = % fz “e~"dr. When the SNR p increases to
infinity, i.e., for an ideal channel, the SER still exists and is

re = %Erfc(g\/z). (18)

3.3 SERwhen M > 1

For multi-bit covert bit stream with M > 1, the deriva-
tion process of SER is a bit more complicated than that for
M = 1, since max l{u ;} no longer obeys a normal dis-
tribution. For brev1ty, the detailed derivation of the SER is
given in Appendix A, and the result is presented directly here.
The expression SER is

M _ 2
rs = "2 le_? (1—1Ef ( K))
- V2o \/_0'
oM _p
1——Erfc dz
(1= e[

® e\ 22
= 1—/ (1——Erfc( )) e 202dz.
—oo V2o 2no
(19)

The integration of the above equation does not lead to
a closed-form expression. However, when M, L, and « are
given, we can obtain the SER at a certain SNR by numerical
integration.

3.4 BER

For a covert bitstream of length M, the number of 1-bit
€rrors is (A]’I ) and the number of i-bit errors is (A:I ), and so on.
At the receiving end, Hy is the correct demodulation code
and {H;,i =1,---,2M — 1} are the incorrect demodulation
codes, and they correspond to the outputs of the mean estima-
tor g and {{;,i # 0}, respectively. Furthermore, the outputs
of the mean estimators, {/i;, i # 0}, all obey the N (0, %) dis-
tribution and are independent of each other. Therefore, they
have the same probability of causing demodulation errors,
which is 2,‘;*_ in each case. Based on the above discussion,
the BER ry, is

e 2 i ()

M M(2M 1) & Z

1

Iy = (20)
By the Binomial Theorem, (1 +x)™ = ¥ ¥ ( )x*, and
taking the derivatives of the variable x on both 31des of the
equation, we get
M M
M(1+0)M =3 i ! 2= M- = ici,.

i=1 i=1
2D

Combining (20) and (21), the expression for BER is obtained

as 2M—1

w1
When the number of covert bitstream bits M is relatively
large, the BER approximates half of the SER. This is more
interesting because it is different from the relationship be-
tween SER and BER in conventional multi-digit modulation
communication systems.

rp = (22)

3.5 SER under Quasi-Static Fading Channels

To further evaluate the potential impact of channel
impairments on the system’s performance, a frequency-flat
Rayleigh fading channel without Doppler shift is considered
in this study. The channel gain (or fading coefficient), A,
remains unchanged during a symbol interval Ty and obeys
a Rayleigh distribution with parameter v, i.e.,

h h?
fn(h) = ?GXP (—2—72) (23)
Under this assumption, the derivation procedure is the

same as under an AWGN channel, and we obtain the output
of the mean value estimator as

N ﬁo~N(hK,0'2), i=0,
2~ N(O,0), i#0

2 2
where 0'2 = HKF,#. Further, the SER at M = 1 is

® kh oL ho_n2
= —Erfc ————— | —e »dh. (25
A /0 2 ¢ (2 \/1+K2+th)72e ’ 2

Similarly, the SER for M > 1 is rewritten directly from (19)

as
o0 “ZM—I—ZZ( 1 (Z—hk))
rg = e 1——Erf
) ./0 [ -0 V2mop, ‘/_O'h

oM _p h 2
X Erfc dz| —e 22dh.
-] o

For comparison with the BER under AWGN channels,
the fading average power is set to 1 so that the assumed fad-
ing channel follows a Rayleigh distribution with parameter
y = \/m Then, the SER at M = 1 under the fading channel
channel is rewritten as

® h L
rs:/ Erfc X %
0 2\ 1+« + hp

3.6 Security

(24)

) he dh.  (27)

The security of the communication system proposed
in this study is mainly manifested in the following aspects,
which are explained as follows.

First of all, as can be seen from the transmitter of the
proposed communication system shown in Fig. 1, the non-
zero-mean Gaussian noise is used as a carrier, and after multi-
plication with the Walsh code, it becomes a zero-mean Gaus-
sian noise, whose statistical properties are no different from
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the environmental noise, and which is not easily detected by
the malicious party.

Secondly, for covert M bitstream, 2M Walsh codes {H;}
are selected from the set of L orthogonal Walsh codes {H;}
as the modulation codes. This makes multi-digit transmis-
sion easy to implement on one hand; more importantly, on
the other hand, the combination of 2™ codes selected from
the set of L codes is (2%,,) For example, if let L = 1024
and M = 2, i.e., 4 Walsh codes are selected from the 1023
Walsh codes (excluding Hj with all ‘+1” chips) as the modu-
lation code for the 2 covert bits, there are (') ~ 4.5 x 10'°
combinations. Furthermore, when M increases to 4, it in-
creases sharply to (1?23) ~ 6.1 x 10% combinations. This
huge number of combinations greatly increases the difficulty
for a malicious party to break it through brute force.

Thirdly, at the receiving end of the proposed communi-
cation system, the PDFs of the output of the mean estimator
({f;}) for incorrect demodulation are all the same and {/;}
are independent of the number of bits M. Therefore, it is
difficult for a malicious party to guess how many bits are
contained in each modulation code, i.e., it is not possible to
guess the size of M, which makes the cracking more difficult.

Finally, even if the modulation code set {H;} chosen by
the legitimate users is fixed and illegally obtained by a ma-
licious party in advance, the legitimate user continues to
transmit covert data by using a method similar to frequency
hopping spread spectrum, although at the expense of reduced
transmission rates. Specifically, the transmission rate is re-
duced by a factor of M. In other words, the number of
bits carried by each Walsh modulation code is reduced from
M to 1 bit. The Walsh modulation code corresponding to
bit ‘0’ is unchanged and remains Hy. However, the mod-
ulation code corresponding to bit ‘1’ is selected from the
{Hy,--- ,Hym_;} set in an order predetermined by the le-
gitimate parties. In this scenario, if the malicious party still
uses the entire {H; } modulation code set to demodulate, the
SER is relatively high, while the legitimate receiver uses 2
modulation codes to demodulate, and its SER is relatively
low. This can be seen in Fig. A.1 in Appendix A, where the
PDF curve of Z at M = 4 is very close to the PDF curve of
fo, whereas the PDF curve of Z at M = 1 is relatively far
away from the PDF curve of fip. This can be interpreted as
a high SNR at the legitimate receivers’ end, while a low SNR
at the malicious receivers. Therefore, there exists a security
capacity that guarantees the ability to transmit covertly.

4. Simulation and Analysis

In this section, we provide numerical and MATLAB
simulation results to examine the SER and BER performances
of the proposed covert communication system. From (17)
and (22), it can be seen that the SER/BER is closely related
to the parameters the number of covert bits per Walsh code
M, the length of the carrier random sequence L, the MSR «
and the SNR p. In all simulations, we consider an MSR of
k = 0.2, the variance of the carrier of o = 1, and vary M or

L. Walsh codes as a set of modulation codes are generated
from “comm.WalshCode” function in MATLAB, whose the
parameter “Index” take values from L/2 to L/2 +2M — 1,
corresponding to the covert symbols (bitstreams) 0 to 2™ —1,
and whose parameters “Length” and “SamplesPerFrame”
are both set to L.

The BERSs of the simulation and theoretical derivation
are shown in Fig. 4. From the figure, it can be seen that our
theoretical derivation is in good agreement with the simula-
tion, and the correctness of the theoretical derivation is also
verified. When the SNR is as low as —4 dB, there is still
a BER of less than 1% (in the case L = 1024).

In [25], the authors proposed another scheme that uti-
lizes a non-zero mean Gaussian sequence as a carrier, and
the polarity of the carrier’s mean is modulated by the covert
bits. The SER/BER of this covert system is

1 K 2pL
=rp = =Brfc | =4 | ——— |. 28
ST =S “’(2 1+K2+p) (%)

Because Erfc(x) decreases as the variable x increases, the
BER of work [25] is smaller than that of this study. Indeed,
such a comparison may not be fair. From the point of view of
the constellation diagram, the constellation points for send-
ing binary bits in work [25] are at 4 and —pu, respectively,
whereas those in this study are at O and u, respectively. This
means that the distance between the constellation points in
this study is exactly half of that of work [25]. Therefore,
in this sense, the BER is the same for both. More impor-
tantly, the proposed covert system in this study can easily
realize multi-bit transmission with stronger security and no
significant increase in complexity. In the works [22], [23],
the characteristic exponent @ or skewness 8 of the a-stable
distribution needs to be estimated to transmit the covert bits.
We know that the estimation of the mean of a Gaussian-
distributed stochastic process requires only a smaller number
of samples to obtain a more accurate estimate. In contrast,
the estimation of the parameters of the a-stable distribution
requires much more samples. Thus, the complexity of our
system is reduced and the transmission rate is increased.

10*F 4©-L=1024, theoretical —¥-L=256, simulated
-©-L=1024, simulated -§7-L=512, theoretical

—¥-L=256, theoretical -57-L=512, simulated

107 : :
-10 5 0 5
SNR(dB)

Fig. 4. The theoretical BER (solid line) and the simulated BER
(dotted line), where M = 1, and k = 0.2.
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Fig. 5. Comparison of the theoretical SER obtained by numeri-
cal integration (solid line) and the SER obtained by sim-
ulation (dotted line) when M goes from 2 to 5, where
L =1024 and « =0.2.
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Fig. 6. Comparison of the theoretical BER obtained by numer-

ical integration (solid line) and the BER obtained by

simulation (dotted line) when M goes from 2 to 5, where
L =1024 and « =0.2.

As shown in Fig. 5, the SER obtained from the theoret-
ical derivation is still very close to the SER obtained from
the simulation. Notice that as the number of bits contained
in each modulation code increases (e.g., M = 5 indicates that
a modulation code contains 5 covert bits), the SER becomes
significantly larger, indicating an increased probability of er-
ror. However, it can be seen from this figure that at a higher
SNR, e.g., 5dB, the SER is about 0.1%. The SNR is low
enough to still meet the needs of certain communication
scenarios.

As shown in Fig. 6, the BER obtained from the the-
oretical derivation is very close to that obtained from the
simulation, which verifies the correctness of the theoretical
derivation. When M increases, its BER increases signifi-
cantly, indicating an increase in the probability of bit error.
At the same time, however, an increase in M indicates that
more bits can be transmitted in the same period. As can be
seen from the figure, at a higher SNR, say 5dB, M =5 cor-
responds to an erroneous bit rate of about 0.05%, which is
about half of the SER, which indicates that (22) is correctly
derived.

Q@ -
-0~ M-=1, theoretical M=3, simulated

. ~5-M=1, simulated —%M=4, theoretical

+ M=2, theoretical

“fe-M=2, simulated -©-M=5, theoretical
M=3, theoretical ~3-M=5, simulated |

N

M=4, simulated

o " —
IEI-EI \v —— Y
g
2 ‘ ‘ ‘ :
10 0 5 15 20 25
SNR(dB)

Fig. 7. Comparison of the theoretical BER obtained by numer-
ical integration (solid line) and the BER obtained by
simulation (dotted line) when M goes from 1 to 5, where
L =256and « =0.2.
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Fig. 8. Comparison of theoretical BER while keeping the trans-
mission rate % constant, where k = 0.2.

Other simulation conditions remain unchanged, only L
is reduced from 1024 to 256, and the BER results obtained
from the simulation and theory are shown in Fig. 7. Com-
pared with Fig. 6, it is clear that when L decreases, its BER
increases significantly, indicating an increase in the proba-
bility of bit errors. For example, with M = 5, the BER is
about 10%, even though the SNR is as high as 25 dB. Despite
reducing M from 5 to 1, its BER is still as high as about 1%.
Thus, the length L has a significant effect on the error bit rate.

To compare the BER of different lengths of L, to make
the comparison fair, the same number of covert bits are re-
quired to be transmitted at the same time, that is, % remains
unchanged. As shown in Fig. 8, the same four error bit rate
curves for % = 256 are listed. Itis easy to see from the figure
that when the SNR is greater than —10 dB, the performance
of using a long L (large M) is significantly higher than that
of a short L (small M) by several orders of magnitude. This
means that the parameter L has a greater effect on BER than
the parameter M. This is because, as shown in Fig. 9, the
variance of the random variable /i; decreases by VL as L in-

creases, making the PDF of the mean value estimate iy when
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correctly demodulated more clearly distinguishable from that
of the mean value estimate (; when incorrectly demodulated.
Thus, the BER is greatly reduced.

The BER performance curves under quasi-static fading
channels are given in Fig. 10. We only simulate the BERs
under a Rayleigh fading channel at M = 1. Comparison of
the theoretical BER obtained from the numerical integration
of (27) (solid line) with the BER obtained from simula-
tions (dotted line) shows that the simulations and theoretical
derivations are in perfect agreement. As in the previous sim-
ulations, increasing L quickly reduces the BER of the system.
Further, comparing Fig. 4 and Fig. 10, we see that fading has
a very large effect on the system, which also conforms to
our intuitive knowledge. The reason for this is that when
the fading coefficient &7 < 1, it leads to a decrease in the
SNR. Conversely, it increases the SNR when /# > 1. Further,
for a Rayleigh fading distribution variable with parameter
v = +/1/2, the probability of & < 1 is 63% and the probabil-
ity of h < 1/2is 22%. Even worse, Erfc(x) increases rapidly
as the variable x decreases, resulting in the support of the
integrated function in (27) to be on [0, 1], except when the
SNR is extremely low, e.g., —10 dB. As a result, fading leads
to a dramatic increase in BER.

max {{}

L

Y S Y o3 o4
(ayM =2, L =512
35F

30f
25}

20F

-0.2 -0.1 r 0.1 0.2 0.3 0.4
(b)y M =8, L =2048

Fig. 9. Comparison of the PDF of the mean estimate fi( for cor-
rect demodulation and that of the mean estimate max { i; }
for incorrect demodulation, with the SNR of p = 1.
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Fig. 10. SER performance under quasi-static fading channel in
thecase M = 1, where k = 0.2 and L = 256,512, 1024,
respectively.

5. Conclusion

In this study, we propose a covert communication sys-
tem in which a non-zero-mean normally distributed random
process is used as a carrier, and a Walsh code carrying a covert
bit stream is used as a modulation code, so that the statisti-
cal properties of the transmitted signal are indistinguishable
from the environmental noise, thus achieving the purpose
of covert communication. The demodulation process at the
receiver is also very simple. The covert bit stream is re-
covered by multiplying the received signal with the Walsh
modulation code, calculating the mean value, and finding the
maximum mean value. The proposed system, working at the
physical layer, has good security, flexibility, and BER per-
formance, and is very suitable for IoT devices with limited
resources and low transmission rate requirements but high
concealability requirements. The disadvantage of this study
is that it requires significant changes in the signal processing
of the existing IoT devices at the physical layer (PHY). As
anext step, we intend to use a software-defined radio platform
like “HackRF One” to implement and validate the proposed
covert system.
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Appendix A: SER when M > 1

For M > 1, the symbol decision is error when fg <
max{f;,i = 1 ,2M — 1}, so the probability of error is
Pr (Ho < max 1{,u,}) Let Z = max; {fi;}, and noting that
{fi;} are 1ndependent of each other, then we have

Pr(Z<z)=Pr(f1 <z, ,flom_1 < 2)
2M 1

=[] Prea: < 2 = Pr(ay < 22!

i=1

ot

Thus, derivation of (A1) in terms of the variable z yields the
PDF of Z,

oM _p
F22) = @M = 1) £, (2) ( - lErfc (\/}))

oMo 2 M2
e 22 |1— —Erfc .
2no \/_0'

Clearly, when M =1, Z [i1, and the PDF of Z degenerates
to fz(z) = , which is the PDF of i;.

(AL)

(A2)
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Fig. A.1. The PDFs of fip and Z when M ranges from 1 to 6,
L=1024,k=0.2,andp = 1.

Figure A.1 shows the PDF of Z as M goes from 1 to 6,
as well as the PDF of i for correct demodulation. It can be
seen from the figure that as M gets larger, the PDF of Z gets
closer and closer to the PDF of fiy. Therefore, the SER must
increase.

As with the derivation of the SER when M = 1, let
A = fig — Z, then the SER is Pr(A < 0). Since /iy and Z are
independent of each other, the PDF of A is

QD) = / Fao(A+2) f2(2)dz

© oM _ M2 _(z+/l—:<)22+z2
[ ()T e

(A3)
Thus, the SER is
0 0 )
ry = / fa()da = / / S (A +2) fz(2)dzdA
) 0
= / fao(A+2) / S (A + z)d/l] dz
- - (Ad)

o A"M _ 22 —
_ 2 16_m ( 1E o (z K))
- V2o \/_0'

-t e

An alternative derivation of the SER is given be-
low. Let the probability of a correct demodulation be
re = Pr(f; < fio, V¥i). We notice that {{i;} are independent
of each other, but f; < fp and 4i; < fip are not indepen-
dent of each other. Applying a bit of trickery in probability
calculations and a little abuse of notation, we have

re = Pr(f; < flo, Vi)
oM _q

=2 ] Prea < fiolizo = 2 | Pr(ao = 2)

i=1
oM _

:[ l_[ Pr(g; < 2) | fa,(2)dz
J

(Pr(a; < 2))*""!
flo

fao(2)dz

(z K)Z

@ 2 WU
= 1 — —Erfc 2 dz
[l L))

/m(1 1Erfc(Z+K))2M_l L g
= —_— o Z’
o V2o 2no
(AS)

then the SER is r¢ = 1 — r.. Numerical calculations show
that (A4) and (AS) yield identical results.



